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ABSTRACT

ABSTRACT

Wireless Sensor Networks (WSNSs) are bringing about a revolution on information
perception on account of the advantages of low-cost, low-power, distributed and
self-organizing. As the increasing complexity of application on sensor nodes, operating
systems is desperately needed for multi-task management and the booming of
Electronic information technology makes it possible. Even so, sensor nodes are still
resource-constrained, compared with PC even embedded system, which requires that
each part of WSNs operating system is well-designed

File system and reprogramming are significant components of WSNSs operating
system and its design will directly affect the performance of entire system. Since the
reprogramming is closely linked with file system, this research refines both of them for
global optimum based on consideration of their correlation. The main contents of this
study are as follows:

(i)Analyze Contiki operating system deeply. This research selects Contiki
operating system as the object of study. However, the references of Contiki are very
limited. As a result, analyzing the source code of Contiki deeply is needed to understand
its technical details, including Contiki kernel, file system, dynamic loading and Rime
stack, which lays a solid foundation for the following research.

(ii)Refine Coffee file system. After in-depth analysis of Coffee, several bugs are
fixed and some code styles are improved to enhance the robustness of Coffee. In
addition, the Coffee file sytem is improved in various aspects, considering the features
of reprogramming which include Coffee format, adapting to the type of FLASH, the
characteristics of collected data and file metadata.

(iii)Refine the reprogramming of Contiki. Three WSNs operating system (TinyOS,
SOS and MantisOS) are analyzed for a better understanding of typical implementations
on reprogramming. After then, the ELF file format is redesigned and the ELF file is
tailored to improve the reprogramming of Contiki.

(iv)Build development platform and test. In order to enhance the abilities of
debugging, the development platform of Contiki is ported from GCC to IAR+J-Link,



ABSTRACT

including setting up the development environment and porting Contiki operating system.
The function of revised file system and reprogramming is tested on this platform.
Furthermore, the way, using network simulator COOJA, is introduced to test its
performance.

This study analyzes Contiki kernel, Coffee file system, reprogramming technology
and Rime stack by getting into its source code deeply and refines Coffee and

reprogramming of Contiki, which has a realistic significance.

Keywords: WSNs, file system, reprogramming, Contiki, Coffee
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2.1.1B1T/RIE

ARG A — NS ITH IR R RS0, Contiki W% &R T3
HIRENHI, REHAT AT ALK AR B R FE . Contiki Mg AT 2 i85t 5
TR e, — AN FEGRE N R . JE R, REHERITRS A F
FIgR € iR . Contiki #:4E RGia A7 R E 1] 2-1 i

kb, B 2-1 JLF72 Contiki FRE W HAEE. WBHEFRT, NHBEFEN
—ANEEREE B R S REH S T, RAJABNE, JadtT — KA YIGE (R
FEE . BB, R VIR tiERE, I8 83h RGUERE (WS R etimer (1) R EFE etimer_
process) A P 45 52 1) B B SRR, AR5 30N 4 A0 B R AR A BA (G L B AT S AEAE FiT

@ Z 87 Contiki #R17E RGIRIDIE, CHHT2EICS ZEAMNAEE (http://jelline.blog.chinaunix.net), <& k4>
P28 e o L B TR A
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7N, KBRS process_run BRELAIThRE) . (BT I AT SERTE mL AL R R, T
Ja i 2 A B AR A H ) — AN, AEHEZ GRS N T AT — M) 2 5,
RPATITE S g, Wfe A4 28R — /N34

I Bl a6 1L

RIS
I 2
R A Gt v v
f T yb R

BRI A
JA B RE
I

2-1 Contiki iz/7 HH /R E K

4 process_run BRI, ZERTCAED, main BRECSCEARS W

int main()

{
clock_init(); Kz R R
process_init(): IR UG
process_start(&etimer_process, NULL);  //J55) R G5 idkFE
autostart_start(autostart_processes); IE s P A JE 8hidt e
while(1)
{

[*** 5% % process_run fR T fE***/
if(poll_requested)

{
do_poll(); HIAT 58 BT A R R e e AR
}
do_event(); A A B AT A B — > A
}
return O;

¥




5 % WSNs JF R G5 B CHE AR I

2.1.2 HIEEHE

AR AR S AT 55 ARG B N, Contiki S PR HERE RS . R TSR
— RGBS, Contiki FIEEFENLH]Z T Protothreadsl®lf & 7 LR PR 1Y,
7t Protothreads &t 31T 3424
(1)Protothreads

N1 IEN AR Z IR R RS, It SR A STt 1 Protothreads,
LR E R R R E R TR R T . RN R RGBSR ER
g, RAEFEEIA A R, BATEHREYIE, B AR SR (E B (B R AR
B WAl FAESE RS SR, KT A2 IR AR BT s LA IS,
BT X S S, Protothreads Y5 @ ik Fr A #EFE L — M4k, RRmdRES
Protothreads ALl {58 FxF Eb an ] 2-2 7

STt RS

] 2-2 Thread 55 Protothreads %t FH % tlis &

MR LE Y, JRATE 2 3 ML Thread HLH, 7€ Protothreads R 75 55— Mg,
ARRBERZ HHE, AR TR AAE A T . PRAE AR5 T s A
41 Thread HLFR T, R T RAAAERAG KIH, SRMXTACH A 302 AT A8
(), BRURIRAEAE 2 Rk i A BB IS 235 78 75 . Protothreads 1R X5 b #iufig e 73X AN inl
AL B — AT S AR E AT W AT H, RO S AL B A A L 7 e
6], P AR AR S Ul A i B &, WTE B RN i B . T —
UOZBERESRAF AT AU, e BRI J5 i switch 5 A)BkA% 3] b — g o i)
T .



LR A L 27 10 S

ORI 55

DRAF W7 55 2 8 o DR A7 AT R 58 BB, AE A BT B0 38 075 9 N 9 3 8 O B
__LINE__, ZWiFE&sf Hahic b Wi T 8. R IRL B P W ThRe i %, wJ BA
RINESGRAFATHOE % LC_SET, HU%: PROCESS_WAIT_EVENT() A, @

THF RN T AAD:
#define PROCESS_WAIT_EVENT() PROCESS_YIELD()
#define PROCESS_YIELD() PT_YIELD(process_pt)
#define PT_YIELD(pt) \
do{\
PT_YIELD FLAG =0;\
LC_SET((pt)->lc); \
if(PT_YIELD_FLAG ==0)\

{
return PT_YIELDED; \
A
Jwhile(0)

#define LC_SET(s)s=__LINE_ ;case _LINE_: /MRAFFERFWIS, FIREIET,
IRZHEFE E RS LINE__

B M, % LC_SET B &iEH] case  LINE_ , FIF Rk W
R BRI switch i 5 8 0] Bk 2] case 1T —1EHA),
@WK W

W TR T RIS AT RO, B MAZ IR I BB AT R HE N, $% B/ Contiki
IgRFEERTE, BREA S — 2B A){H & PROCESS_BEGIN %%, %% 415 —% switch
EA), T BB E— R R W AT, MR E AT, % PROCESS_BEGIN JEFF

IUEARAS D T

#define PROCESS_BEGIN() PT_BEGIN(process_pt)

#define PT_BEGIN(pt) { char PT_YIELD FLAG = 1; LC_RESUME((pt)->Ic)
#define LC_RESUME(s) switch(s) { case 0:  //switch i& & k%% 214 Wr 147

(2) R = | e

Al Linux —#%, Contiki 1 — g5 H A SiR BN RE 485, i A F B2,
Contiki R I P E T 5015 2 . I BERN R G A AR 20k, W] 2-3 Frs (i
PT_THREAD Z & ).

Contiki %€ X — 445 & process_list /E NEfREER KL, BEX T —4
4= 578 & process_current B T8 ATt RE . AR R next FRA N —NiERE, &
Ja—HEFER next F81%. name ML FR, W LUK RGE E R(E L=
PROCESS_CONF_NO_PROCESS_NAMES Jy 0)i&% A #HfE 4, LA name &7

10
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frE . AR state KoNHFENVIRE, £ 3 F, Bl PROCESS_STATE_RUNNING.
PROCESS_STATE_CALLED. PROCESS STATE_NONE. #¢#& needspoll #riHidk
ek, RABEWAME 0 A1, needspoll 7y 1 FRitfE BA B =L L2

process_list

k process_1 process_2 process_n

struct process *next —

struct process *next ~ p----- E = struct process *next —#» NULL
const char *name const char *name

const char *name

char (*thread)(Ic, ev, data)

char (*thread)(Ic, ev, data) char (*thread)(Ic, ev, data)

struct pt pt

struct pt pt struct pt pt

unsigned char state

unsigned char state unsigned char state

Unsigned char neespoll

Unsigned char neespoll Unsigned char neespoll

K 2-3 Contiki FEFE5E% process_list 7~ =

D% 1A% & thread

BERERAT A, BDBERE AT SEFR_ B/ IBAT R . £E SERR I HERE 45 F 44 XA

m}
H, ZARE % PT_THREAD 4%, TR — M e#usatt, i T
PT_THREAD((*thread)(struct pt *, process_event t, process_data _t));
#define PT_THREAD(name_args) char name_args

/*** 72 @ 3:|:*** /

char (*thread)(struct pt *, process_event t, process data t);

@R 1A 5 pt

B0 ESCRTIR I —#E, Contiki #EFE /2 2E T Protothreads, At DAREFE 42 il P 75 L
AR EAD T P W AT E SRk pt A — A EURAARR (e 5 BB RY), FTRL
K pt 1875 FR BRAFAT BN, A SRUEARRS I T
struct pt
{

Ic_tlc;
o
typedef unsigned short Ic t;
()RR B

Contiki AAMMLE, RSP A8 & needspoll #7iK, BRINEHLZ O,
R se 2. MBS IEHRE RO E Sl ek, wLAMERIE Z Y45 € H needspoll
N1, BEis AT IR I R E R E A A RT AR e . SERRIAE Y, deis
ITH =R FERE, TG 20— FE, b5 s A S e e .
I P AN REEE SR, 4 needspoll S 1 IFHEFEREAN

N— S

11
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***do_poll() <8819, i process_run i F***/
for(p = process_list; p = NULL; p = p->next) 1138 77 33 R 2R

if(p->needspoll)
{

p->state = PROCESS_STATE_RUNNING; 119 B HEFIRES

p->needspoll = 0;

call_process(p, PROCESS_EVENT _POLL, NULL);  //KiEFEBNIELT
}

¥

DL it R e i B, BB AN ERE, il AR B state AR TR BERE HARAS,
L =4 IRA& PROCESS STATE _RUNNING . PROCESS STATE CALLED .
PROCESS STATE_NONE. Contiki #tF2IR S S 2-4 Fix.

PROCESS_STA
TE_RUNNING

exit_process()

PROCESS_STAT
E_NONE

PROCESS_STAT
E _CALLED

[ 2-4 Contiki IR 46 &

B HRE (E R NIBAT) A A FEIR Y ((HUG IS 30 3 BEREBE R MIBR), #EFEAR
A#8 PROCESS_STATE_NONE. i #2520 sk process_start #4357 2 (13t
PN AT BN F (E R 2 AT ), B IER S AT B 3R & N
PROCESS_STATE_CALLED, Ab7EIZAT BAFIHIHERE (B0 45 IEAE I AT M5 A is AT ) AT
PLi FH exit_process BRI AIE HY .

O EHIIEAL

RGN, TESW RV, T B TAR 2 S S AR5 R A 46 b (2

FRBE R Sk 5 AT dh e B N a). process_init JEACHS IR

12
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void process_init(void)
{
P> YIIEA A RA 1 %%/
lastevent = PROCESS_EVENT_MAX;
nevents = fevent = 0;
process_maxevents = 0;

P> HIIE AL R >/
process_current = process_list = NULL;

}
@e R
U BERE SEBR b 8 SCEERE 2 ) BUAT 75 B E AR AT AR i R 2. % PROCESS
THREALHEE — DR, PR SAT R R, SRBIEAD n T (BR AR 44 B
A Hello world):
PROCESS(hello_world_process, "Hello world™);

[***PROCESS 7 J& H***/
PROCESS_THREAD(name, ev, data); \
struct process name = { NULL, strname, process_thread_##name }

[***PROCESS_THREAD 7 Ji& Jf-***/

static PT_THREAD(process_thread_##name(struct pt *process_pt, process_event t
ev, process_data_t data))

#define PT_THREAD(name_args) char name_args

PSRN, PROCESS %% it Ja JR T 45 Jx**/

static char process_thread_hello_world_process(struct pt *process_pt, \
process_event_t ev, process_data_t data);

struct process hello_world_process =\ I175 B R BAT A bR 2

{NULL, "Hello world", process_thread_hello_world_process };//5€ SCIHEFE 25 44

AL, PROCESS 7 3:br I 75 BH—AN st e X — /MR, gt
2 next fEEHIB R D, BEFEAFRA “Hello world” , 33FFE AT 4 B8 BUH8 4 M
process_thread_hello_world_process , & f7 17 2t ) pt A4 0, JIRZFZ A O(HP
PROCESS_STATE_NONE), fit5:Z4% & needspoll 47y O(RI-E 56 2%).

PROCESS & X 45 # 44 Jf 75 W] ok %, & 7F & Xz | %, @ %
PROCESS_THREAD i3, fHAFFEENZ, K& PROCESS ZRAHWE 1%
PROCESS_THREAD, HT /A k%, X HEE € CeRE, XAET Rl 2 Rt
JETEIN AT e 8 CRBAEZARAS AN T -

13
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PROCESS_THREAD(hello_world_process, ev, data)
/[static char process_thread_hello_world_process(struct pt *process_pt,
I process_event_t ev, process_data_t data)
{
PROCESS_BEGIN(); IR BT Sk b 20H
P AR AR
PROCESS_END(); R EOR B Wb 25
}

ARSI AR DA ZRAE 22 PROCESS_BEGIN 5 PROCESS_END 22 Jf], iX A& A
IR A % T 5 B AR A W S {5 S (ED 4T %), % PROCESS_BEGIN 14
switch(process_pt->Ic) i), XA o W ) 2R P GRS AT (T 3 switch 15
BREEBIFAN ) LINE_, B rR W47 .

@) =Fipe

PREL process_start T a3 83— ANiEFR, ECHTSEIGUE, BHIWZHERE &
SRR, A2 NI B R, I 2Rk — Dy is 1k S 4F
PROCESS_EVENT _INIT. process_start 580 FE i 2-5 i

v RAF
R process_current
FEFR K 1
. HRE T
& wERAR
178 |
fil kg — > process_current
HF i

process_start K FEFEAR #5154 PROCESS_STATE_RUNNING, i PT_INIT
NG RAT W i (1A S 1 O(RIAT 4R 0). 1 process_post_synch 45t F2 i ik — A
A F Ak, FH4E ) PROCESS_EVENT _INIT. % & 3 HEFHE AT 1 72 T AT w47 Wr(E
), Bt USRS AT BT ORAF A T AR R A IR AR, BT S8 PRI R (TR AE BT A0

2-5 PR# process_start iAE K]

14
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WKW ). #EFEi247 i call_process BRI i, BREUAFEUE 2-6 TR,

“ACALLED

i

A
AT R KL &
thread

i

h 4
JARUNNING

il
& 2-6 call_process B ¥ F2 K

call_process & et AT SEI0UE, Bt RE AL T 1217 RS (GB H A i AR MM B i 3 A2
HFEIRA N PROCESS_STATE_NONE)H HFFE I B E iR A N7, e M ROk
¥ PROCESS_STATE_CALLED, F#/RZHBEMAEPAT. 1K, BI171%d~
BRI, AR R TR0 W 0 R 75 5 R (2 B ) B AR R (R B IYT) A R U
exit_process #HiB tHiERE, MR Z RSBy PROCESS_STATE_RUNNING,
kSRR R
@ORFEIR H

BRI AT R B F U ENR 1 F A 2 R EUA R H . ARYE Contiki gmfEnl, 3t
& R B B J — 4515 A1) /& PROCESS_END(), %% 4 1E4] return PT_ENDED, #
INEFRIEAT S . R FAFT (FA G e R, FSE E AT EERE R AUA), (A
RS iU BB S, thread fHiR ] PT_EXITED, #HFEFZNEH. B2

15
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Y AL B U S PROCESS_EVENT EXIT i S8R . HERLE H B
£ exit_process ViFE & 2-7 s,

¥ 5

=St BT Bl
v

R ,

HINONE R ErEn
! G

eI

A 1 o

K] 2-7 exit_process & AR A
EFEIR H pR £Y exit_process T XML HERIIERE p 34T SEIRUE, BARIZEERE
7E R R Th 3F HE RS PROCESS_STATE_CALLED/RUNNING(BI A fE &
NONE), #EW RN NONE. )5, A HERREE R I I Fo At dE A fik R
HFH{ PROCESS_EVENT _EXITED, Ui HARBEFAK RPAT Ao F 1% FA:, HrpIR
B RPUE 5 2R R HREPAT R AU thread HHTE G T1E, &5
W12 RE MR BE R MM B -

213 EHEHE

FAIKBLE]Z N H T IRARRG, ROT WIS, 5 F A% 2R (i
. HURBIE), RGEWNIFALBEZEA T M TR, SRR
2, HRRDIFE(RGE TIRIR, 47 FAF R A B i i) A MCU FIH 2 5

Contiki ¥ AL @ Protothreads, &EAN 4482 — AR B H-BI41),
ERE E) )9 S AR b ol AL . GRS A AR AR IR A, ik
event_data 5& S U1 :
struct event_data

{

process_event tev;
process_data_t data;
struct process *p;
+
typedef unsigned char process_event t;
typedef void *process data t;

16
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RS 7R BbRR— AN, Contiki 7€ X T 10 MFH4F(0x80~0x8A), HiAth
MR . BN FEARG e — AR, Wi p v NULL, RoRiZ 498 e prf it
FE(BN) #%F 1 PROCESS_BROADCAST). K&tz 4, HH4Ea] LI 4R data, o]
AN FH X A S B AR ) (0038435 (16 53 — R A% 2t e Al R )

Contiki H— 2R KIESEBHEAAARCEL, XERE F M E A RRIBIT 200
S E () Al LUl PROCESS_ CONF_NUMEVENTS HiE&RC B /), it 3k
HNbRAT DLPE U R AR, RGUIEE X B A2 RERAS R nevents Al fevent, 43
B T R EE BB T — M B A B . B R SRR TE B S,
fEfEEZH AL, & 2-8 Fk.

e ————————

event_data

process_event_t ev

event_data

event_data

event_data

process_data_t data

process_event_t ev

process_event_t ev

process_event_t ev

struct process *p

process_data_t data

process_data_t data

process_data_t data

events[0]

struct process *p

struct process *p

struct process *p

events[i]

events[i+1]

events|...]

—f—————————

& 2-8 Contiki F{4-BAF 7~ =
A X T Contiki RAM 5, FHFFEE NI 57, 7S B IR 55 1 T,
4 R fevent 103k T N — IRFFACHE 44
(1) FH =4

A F—A
2R
v
AL
ABAF

v

nevents++

P

gl
2-9 process_post X HfFE E

17
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Conitki A P FR 7 2= A FAT:, BRI A 5328 . [F] 22 F A1 process_post_synch
PREU A, H R G EAEAATEGA R call_process pA%Y). 1P EAE AR H
process_post f=AE, FFEA K AL, T A BN FAEBAS SRR AL EE (T process_run
R %A B do_event 4b3E), process_post i HUAFEUTE 2-9 TR

process_post 1 S AW ARSI T O, AR EE R, SIEE N —E
WAL E (R Y HAE AN A AT, TR IERAE), T/E & E X F I R AT 5
R0 1.

() F i

HAEAIRLH, RALBIMSE, B —IRAGH M (BREL process_run)

W do_event R ALFE—/NEEAE, do_event B AR FE WA 2-10 AR

B Ar kb
B

v

o Hrfevent

Flinevents

Ao

BT & &lﬁ%ﬁﬂﬂf
AT JYRUNNING E
A
AbER A
gl

] 2-10 do_event %2 &

18



55 & WSNs AF R 405 AR REARFT

do_event & JGHUH ZHE AR (R HAFE R B 2 — SR ), BEHa AR
HAO BB T — MR EAF B TARGREBS, BRI B A
PR NT#EE 1 PROCESS_BROADCAST, #2MIsGiairmil e muife, X
FERT LALE 3R G0 50 L ST 1 (R BT 7 S5 1T A6 75 2 50 22 AR U)o 17 5 1 2 Ab B
fF(FH call_process #i%k). a1 R FE 1R FF PROCESS_EVENT_INIT (84
BRI 2 bR IL ), T B R IR S 1B PROCESS_STATE_RUNNING.
() F 4k

RO AN PR G IE e — AR, TR e Bl i), B
PRI A A 3 AR 52 SU(FE thread BRI SEE) . AR, K FHEASE
FELE A 8 I FE , FEFE SRS HATAUS (call_process 1A F tread pR%R), HEAT AN ALHE,

FARACIL U -
| ret = p->thread(&p->pt, ev, data); |

(4)7E i) 25

Contiki W% 23T HFUKEh AN Protothreads ML, ZH4FEE AT LA AN (EL
g, BAEPIK), AT LU A EEAT (AN e e ) . 5 I A ) E S AN
Contiki $2{it 7 5 Rl #4578, B timer(#id—EAF ], LRSI P mgng Hon 5
A1) stimer(#id— Bt ia], LR N EAL). ctime(ERT #8203, A FEHE, AT
Rime PriskR). etime(Emf 28 BIHH, ik —ANFAF) rtimer(SERf @ if 28, £ — M
Fif PR BT 0 9 P B %)

S I 2% (1F) F LA N 5 1 T 5 10 etimer /& Contiki B #5212 1) —3%, Al It Contiki
Wit — AL RS ERE etimer_process & B R S T4 etimer.
etimer 41145 Fy

etimer /E N —ZR4GR FAAFAE, RGN E . Bk 2 4b, BFLERIAE

IS @, etimer ZE A W
struct etimer

{

struct timer timer; J146, 5 FEC R B Z21| R0 [ ] o A K O AR
struct etimer *next; /4817 K —> etimer
struct process *p;

}

AR AR B timer F TR e 28 )@, B TR 2R (] B, iR %15 A
FAEIN S M aTR BhXT L, (ErTAniE e R s 2 BRI . AR p fi5 AT e R (p
9 NULL MIZR7R 1% I 28 5 B A dERE R ) . i 0 A8 & next 4517 K — 1> etimer, &
GUHTH etimer EERE N —MEER, WA 2-11 FR

19
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timerlist
etimer_1

struct etimer timer

-

etimer_2

struct etimer *next

struct etimer timer

-

struct process *p

struct etimer *next

struct process *p

etimer_n

struct etimer timer

struct etimer *next

/VNULL

struct process *p

P 2-11 timer 3% timer_list 7 & K]
@¥s I etimer
RN E IS 28 etimer, & 26 E X — etimer 54944, 51 etimer_set B3l
etimer s3] timerlist,  etimer_set EREURAE UK 2-12 s

/ !
//
@ ,/ 2 FFetimer &
)/ SRR IR
/
/
A //
% Etimer K
/
/
/
Y /
NP
add_timer HE_tlmer_JJu N B
timerlist
\\ ‘ i
‘ R Rl T3
4R N it i
\\ l
AN
AN
AN

2-12 etimer_set e A

etimer_set &5 E etimer B AR & timer HI{E (1 timer set RE5ERL), BN
A HTIN TR AL start, % B ARG interval, #2354 H add_timer B, %R BE o
B HE etimer RGIHERE etimer_process I SE 42T, DU 5 i 8% 21 HA AT DA 2 56 R
IR R, . FEE B ARAR DN F etimer ANTE timerlist 5 GBI 77 timerlist SEPL), #51%
etimer CLAFE etimer 5532, WL A0 etimer N NBEZR, {5 Bt [a] o 75 M #4% etimer
FENF timerlist 55 L4718, 5T [A] (update_time) . 3 B F 55T B[R] 2 SR HE OB
FHE L K next_expiration(4: RFFASA B)IHA], etimer 45X 5t &4 etimer 35
@etimer & 1

20
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Contiki Fi—4~ R Gt 2 etimer_process & FEFTA etimer R 2%, FEFZIE HIH,
Al BT A HEFE AL % 951 PROCESS_EVENT_EXITED, 4#Rt1ALFE etimer RGHEFE
etimer_process. %4 etimer_process A HATAUII5K, (EEFH 25 A MK etimer
e BNz, A WEUMBR X LSS etimer. BRI 4b, etimer_process 4>
AL F ALK etimer 2B 2%, etimer_process [ thread pREURFE U 2-13 fT7R .

/ R iniZetimerAd
/ A
/ v
/ Ketimer 152
/ REFENT
N / " $2Fetimer_

/ ‘
Gl ! it B4 1% etimer processffi 624

/ I T
R F— U
S TEL B

etimer

iy |

P
] 2-13 etimer_process 1] thread & iz &

etimer_process FRIFHATAUG, B SR HIWHAL 18 ) FAF 2 5 R HFAF, 2
23k T HEAS timerlist, # 5iZ R G S8 data 1% 38) M SR etimer A timerlist
MR, 15 % LA BT A 23 etimer. I8 7524 etimer 255 2 HHT) etimer,
LA R, mghe L % S PROCESS_EVENT_TIMER, Jf¥ etimer f¥)i
FEFREF VN T (O E BN, ER 2B e EE), FeEMIBR1Z etimer, >R
Nk etimer 2 HA 8], $2 T} etimer_process 55 2%, M o 4k 246 & 2 51845 etimer
I, AEA etimer 2, BIBH . Sz, W7 timerlist, R E etimer 2, Ab3
Z Ak AR, B timerlist ¥ B etimer 4B H .

2.2 Coffee X1 &%

Coffeeltl)& Contiki OS B I A: 248, Coffee [N R /b & RAM,

21
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IXAEAG A AF BRI U BRSO B0 KBS AT g BRItz 4t, Coffee BLit
T Mg H & (micro log) X, R0 T FLASH #ERIKE. KT Coffee T4
A I =5

2.3 THASINEL

AT Linux, Contiki 10 Z SRR BIE N A FE P, w] LLUE I Zh 3 8L i
BEAT N I3, B . Contiki shANEMEAL R SCHLEMAE ORI 2R . VRIS
WV

2.4 Rime WY 4%

5 55 1173 [ 45 2244 (communication architectures) /R ki /2 %5 5 32 IR A 4% Jk 2%
W2, TR 70 e 1) 5 R AR (LG e 1002 2508 58 -6 DO e U IR JZ S5 31, (HIX &
ARG AR5 e 55 LA S HE L35 1] (fragile and unmanageable systems). [Kitt, 24145
JZBAE S FIRB R EN, FNFREN, £ ZERERIT ] LSRR
e Elel, LTk, Rime RS E4H .

2.4.1 Rime ¥4

BA AR BB % %k
ruch ribch nfb e}
ruc ribc nf EETS G
suc sibc ”/////;///,
| B E
uc
\ Jie WiAR
_____________ k____________________
abc )

K 2-14 Rime Wik 25 FIAE &

22
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Rime 25 XL AR N B g . Z IR, R IRIIFE. ToZk M2 Bl
e, BRGSO SIS E A, J& T Contiki H—#i7)(Contiki it
FHF ulPv4. ulPv6. LwIP). Rime WrisH&h #HE BN 2-14 FiR.

B Rk R A S T
rucb

ruch #2 BBk IR I B TS, K 208 DAy B0y 34T 45 4 (Bulk transfer).
ruc

ruc /45 Reliable communication. FJ5£i#15 B % JZSE3: Stubborn transmission.
Reliable transmission . 1% /= 3= % sz B # A A1 /7 %1 If it (acknowledgments and
sequencing).
suc

suc s2$§ Stubborn transmission, &R[FEE(EH B —)E. suc X—ELEL E N
() () B AN B b B R Bt 0, BB B E R T b, N TP ERRE K, TREIEE
K EE R UE (maximum retransmission number).
ibc

ibc /21§ identified sender best-effort broadcast, ¥ I JZ FIE RGN IN— N KiEH
B 11+ (sender identity) Sk
uc

uc /21§ unicast abstraction, ¥ I )= HEE AN — A UCE L.
abc

abc /&#5 anonymous broadcast, &) #f. RIKE s i it T 26 51 450K 50 (radio
driver) & th 2, HCK B RSN E TA K858 4 EIE

242 EREBEMNSEM

(1) ik

i FH Rime Ph SR TIE(E < 0T, T E@EIEH: . Rime Wikt sk 5% |
BBk R 2Bk R IhEE. ML, U 4A SRk HL % (Single-hop  unicast)iE#E i 3t
o

LB ST R Z S E B RIEE . ), Rime HhilikH
— RO GE R RARAT X B BE BR S AE B . Rime B — 2 #5895 A1 N 0 3% 42 45 Mg 44 (LA
_conn&58), FEMRETE, WF:

23
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rucb_conn —> runicast_ conn —> stunicast conn —> unicast_conn —>
broadcast_conn —> abc_conn

BEASEEAR SR AR A S [ 2544 44 (LA _callbacks JEZRZ5E), 4 HAA Y
BRI ARSI RIE . SR BUREE . HERIC—AEE R, ST 2SS KRR R

FEE IR Ey RN QI

rucb_callbacks —>  runicast_callbacks —>  stunicast_callbacks —>
unicast_callbacks —> broadcast_callbacks —> abc_callbacks

gr b, FEREEST open. FEELERIA conn. [RIAZEFR callbacks 7] f < & U0
K 2-15 iR o

open ‘ rucb H runicast HstunicastH unicast HbroadcastH abc H channel ‘
coon ‘ rucb H runlcast HstunlcastH unlcast HbroadcastH ‘

callbacks‘ rucb H runlcast H stunlcast H unlcast HbroadcastH ‘

%] 2-15 open. coon. callbacks 7% %7~ &

AT, LR EWITALEERIR ruch_conn &AM AAS R, 45 F4A ruch_conn
ESANE
struct rucb_conn

{

struct runicast_conn c;
const struct rucb_callbacks *u;
rimeaddr_t receiver, sender;
uintl6_t chunk;
uint8_t last_seqno;
}.
SERIPAR ruch_conn 75 i 3 AR B LN

uc(unicast abstraction)¥ I 2 FIEHR (LA I — M RUCE Sk LS~ — =, X
B c a2 N — BBk
u

gER 44 ruch_callbacks A 3 AN BRI AR A 01 4% B 5 £ B write_chunk. 132854
Bt read_chunk. #i timedout, 7% EH CSLH.
receiver. sender

T AR Fi ik . 1X BLIY receiver 248 H 177 sttt .

chunk

24
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HlE ot H
last_seqno

TR RS G AR B 45 R bR i (A SR B s AR OR, =R R ) o e A A
B). B Ra By, AR S R EE T &E NS, HENA
TR Al BB BT 20 A SR, B 58 BOAS OO s B A% ) -
()R TRERE

Bl E et G, TERMOER:, UMb BER A . SR MER S B
HEAR DN B IE R A A AR B R B . BEAS AR T

rucb_close —> runicast_close —> stunicast_close —> unicast close —>
broadcast_close —> abc_close —> channel_close —> list_remove

2.4.3 WL IESRW

(1) Hdhs A%k

Rime PrUARE LI ER G, HUAT ABHATIEAS T (RIE. Bllcidle), Rime Wik
RO R RE L AR R Z B =FhIhRE . I, A 4H BBk 5 3% (Single-hop unicast)
RIEB ARG

Rime & 2RI SUE, BEAEdli AR i f 2 i B JZ R T B RS RK 56 B,
HARUT -

rucb_send —> runicast_send —> stunicast_send_stubborn —> unicast_send —>
broadcast_send —> abc_send —> rime_output —> NETSTACK_MAC.send

ruch /&AL H(Bulk transfer)/2, T LABRMRAESE, $E K% K%L ruch_send
VAU EEUE

int ruchb_send(struct rucb_conn *c, const rimeaddr_t *receiver)

{

c->chunk = 0;

read_data(c);

rimeaddr_copy(&c->receiver, receiver);
rimeaddr_copy(&c->sender, &rimeaddr_node_addr);
runicast_send(&c->c, receiver, MAX_TRANSMISSIONS);
return O;

c->chunk W E4E B 8 H w4646 8 0, read data #5475 Rime 22 X W] ZA 1L AH
KT AE. rimeaddr_copy &% B receiver FKIE# sender ] Rime Hulil,
rimeaddr_node_addr H T-AriRATT S Rime #ihik. #EFk, #HHA T - ERKIESR

25
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¥4 runicast_send 58 AR R I% .
(2)F 32
Rime Ph S L IERE S, AT LAV A B0 2 ek 2 recv BRUSCEIHE, BRI
2w EERA T ERS KR, BT

recv. —> recv_from_stunicast —> recv_from_uc —> recv_from_broadcast —>

recv_from_abc

PR recy B SEHIWTZEEE R AR B R — AP A (B AR A SR bR,
Tm,ﬁﬁﬁmﬁﬁ%A%ﬁﬁ% Jii. recv BREGRAE LT 2-16 .

LR/ <
o e RAE
= 5
A A
BHNRJE—H B AH
A
VLB RIET it
[
T E
B2 L (=) e
B S
|
FIEF W A
F CIEHE A 25
hik T A

K 2-16 recv B EUAFE R

BRI recv B Je FIWTEA B AR AR RS — T A, A Uk B (H 55 )
SRR EAL IS TERE), R I B R B I IR b
A, VLI R GO R RF A, TSSO DA T - R R 32k
ht%i%‘zf: EHUNTHLU B R (RUCB_DATASIZE), BIX & $di dx 5 (1 — 3k,
Ba—H, BMNIES 5 NIXERAEEE . SEEEE Bom, B I iz EdE
FedRE B, AR NP R A A, R [E]

Hﬂl Jf

26
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2.5 KENE

K& MR T e Contiki MENTF N SRR, TS IR AR HIA 48 Contiki
HE RB WA Rime Th R IE ARG . &5, NERM AR TSRS
24T, BR GHATITE SR GOl fE 8 — b B F . $5, TE 7R
Contiki PIAMZCHLEIZEAT HIAT . SEA2 /48 T Protothreads Ji B8 DL A dnfl 45 198020
AL, A 7R R R A B, s SR TR R SR . RIS e, it
FEYILaIG. QIR Bahitfe. SRR . FEENE T HENH, BREEg
A AL EE. BRILZ AN, BT T B B AR A, A S 2 I A DA
KRG U BX L E N 38 BT, HIHT T Rime PhsEk, Jodh AL M, TG
N GRS S RN HR R IE SR

27
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F=E WSNs XHRGMm 5e0#H?

FLASH B TARFU/N. THFEIR. PUBPEIFEMMEE, BN R G & 1171
o AEAIMAR RGN — D030, T AL RSP 25715 R A7 i 45 30  t 2 FLASH,
FEOS T S TH 2 40 Ga i R A), FLASH MR E (e85 5, Fam) ke T it
FLASH SCfF R G B5 8 HOMNA ZR,  AnABH5 - 71 (FLASH 3 EREEUR ). IRDVE
B, AR BRI, B ALE]. BRILZ A, WSNs 5 U IEAZ R OEH 2 N
1) R Wit WSNs S R GeH T Bk -

ASCHEHL Contiki 1E B 5% %, Coffeelol)2 Contiki [ 717 IS fF 24, Coffee
A RAEH D & RAM, X845 A7 32 BRATT fUE H RSO Bl R & S0 o vl
RE. Coffee KM H & (micro log)4ity, BB, GIEEH R H &, I
FEFE R SR UGS, Tk FLASH #ERRIEL, $RTHMERE . A Tor B = A 2 i
Coffee 7 FCHT A1),  HoW S 4G SCHFRIG H SO — ¥ N8O, [ SC
ERRIC R, DA S B IR B

3.1 Coffee LR %

3.1.1 4R ZH

Coffee K i BB L4548, FLASH U 4K 3-1 For, JRAE R
SOk BURX . RESE. MBSO, ARTEE BN, AR
M H E S (micro log file), 843 5 44 S fFB4,

| v

B BAEHE | RE=E | EREK B ®5%& | HEesx | SR

ok H R
3-1 Coffee X ¥H AL R =R

JEa A

IR SO ) 3 A LKA file_header. file_desc. file. 3Cf43k file_header
IR SO A BAEVIBEA TR L), SO file #53A O3 H SXHRIME B(ENA L, 7T

ORBEIY RO HEEARG AR JERR.

28
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FFSCAERE, M file_header $EA3X 865 R), CAFHEIRFT file_desc ik e FA# F
(5 file ——XFRE), SCHHRERTT file_desc. (M4 file 43 W4 24 B4
coffee_fd set[COFFEE_FD_SET SIZE].coffee_filesfCOFFEE._MAX_OPEN_FILES].

Coffee SCF 28 GuAe WA W1 3-2 Frar

struct file_desc coffee_fd_set{ COFFEE_FD_SET_SIZE]
coffee_fd_set

\ﬁ file_desc[0] | file_desc[1] | file_desc[2]| file_desc[3] | -+ file_descl...]
0 1 2 3 COFFEE_FD_SET_SIZE
struct file_desc N1 struct file
file > end
offset page
flags max_pages

record_count
references=N

flags
coffee_files
\4 file[0] | file[y] | file[2] | file[3] | - file[.. ]
0 1 2 3 COFFEE_MAX_OPEN_FILES

struct file coffee_filesfCOFFEE_MAX_OPEN_FILES]
%] 3-2 Coffee U1 N A7 MG /R E &

(1)L oo Eid file_header

SCAH B OB 38 — A SO R EAAE B (betn 5 H U L), Coffee ST o #ids
HH 45 #4 44 file_header ik, file_header iz -3 (log file E% micro log file) 58 — Tl
FrUkb . SERIFE file_header 5 SR 5 7 A8 & 2 SLUTF

struct file_header
{
coffee_page_t log_page; MG E EE — TR AR EE)
uint16_t log_records: I H H4E
uint16_t log_record_size; I H E RN
coffee_page t max_pages; 129 SCAH R B8 1) 0 T
uint8_t deprecated_eof_hint; IHE7R S e e — A1
uint8_t flags; bR, RBCSCHRIRES
char name[COFFEE_NAME_LENGTH]; /304
o

bR E flags 103 T A SCHERPRA, RAEHK 6 A2, 273K~ ILMOAV, .
V(valid)bric ek 2 52 1) Aallocated) FRiR 25 A& B E 4 0 Bd, N 0 Fony
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i U DR B DT (BB T — M@ 48 X 130 57 =& 25 R I s M(modified) bril SCfF 2 75
OB, A1 RRMHEFE: Llog)bril il HE U =25 CAEL: I(isolated)
PRI AL T .
(2) LA IR 1T file_desc

TR EERE, Coffee FHSCHEHER T file desc Z247 4% e ¥kds file_header, 5
AL R R, B AN SO R R B — AN SO e B, wT DA B
COFFEE_FD_SET_SIZE [t & & 47 3 o #iis %=, Coffee 5E X 1 file_desc 4514
R E A coffee_fd_set B X SRR FFLH SRR . 25444 file_desc i X (2
FrAECBE B) S & i AR B LR

struct file_desc

{
cfs_offset_toffset; /I SCF A&
struct file *file; I148 1 LA
uint8_t flags; 5

¥

f#% & offset 10 FOEhr AL B (ST Word Yok iERL B), Hr& flags ik S 1
HPIRS B SR, 3% 44y, 5% /2& COFFEE_FD_FREE(Z AR £4F A A8 )«
_READ(FI#E). _WRITE(W ). _APPEND (WX RES).

(3)3 1 file
BERRAT I — A3, RG4S B — S5kt file, FHORFHIAZ O3
MG B O E o), Stk file s U RS R

struct file

{
cfs_offset_tend:; AT T 3¢ J — N 1T W %
coffee_page_t page; A — Tt
coffee_page t max_pages; //SCHF-{REH 1Y TLTHI 4L
int16_t record_count; I H L=
uint8_t references; ISCAE R 5| FH IR B (1 22 /D ERR 4T )
uint8_t flags; &

o

file 5& flags A PIAEUE: 0 A1 COFFEE_FILE_MODIFIED, BI#giRCff2
BHAZ

3.1.2 SCIARTS

Coffee &5 T FLASH X R4, R MERBIGER], S B RSO A

30
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H AR I 3-3 Pros.

S A SR RAE EES
:TU?E)\:%HF
APIR | T | | B || e ||
BN R E T a N NS

IXE = NOR FLASH | | NAND FLASH SD card

K] 3-3 Coffee A RSt B AAHE

(D)% Ak cfs_coffee_format

H— KA H Coffee S #48, T HAak=Uk, BRI Coffee & HEH FLASH X
WAHE N0, Coffee i b 2 4% X [, nl LXK/ COFFEE_SECTOR_SIZE
PR LS IR N 4h FLASH, 1 NAND FLASH, #3882 [8) 882 T LS 1 7R/
(Jr F.FLASH, %1 NOR FLASH, #%{#fraiE FLASH #%), XA THE
RIIAE At B 2% Chn PR 41 40 )

Coffee X R Gikg A R H0H ] COFFEE_ERASE 7 (75 Wi 5 1] FLASH HEAK 1)
JEZBRE)E T A X%, I 45H1E protected_mem(Coffee S R Gi ) — L84 5

BRI R A EVIUE N 0, BREL ofs_coffee_format JCEEAIS a1 T -
for(i = 0; i < COFFEE_SECTOR_COUNT: i++)
{

by

memset(&protected _mem, 0, sizeof(protected _mem));
(28 FTH cfs_open
cfs_open H- T T —A 3, BEINAT IR B SO R A7 fd, SR [E]-1, 4n s
SCAEAAEAE, WA G881 SO« ofs_open 1 53R A5 S /N AR AS F SO IR 75 fd (G
BAHAHR fd, WERE-1), 185 RS S HX MY,
R WHT Ry a3 B izocty, WK e . E/EERZ, BE )
I IR [B]-1(24 coffee_files] COFFEE_MAX_OPEN_FILES] % 4H %4 w H
Tjiit). cfs_open B EMAE U & 3-4 Fs o

COFFEE_ERASE(i);
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: SRAFER N
get_available_fd() T
fd <0 =
5
F#knamexf
L S Afile
AFFEER
(E1015%001)
s KRG AR B
7 B find_end() S Afile
T ; O B{H G277
faﬁ_flle_descm 3 Rt 5 B
gs/koffset, & &R
51 H SN
&

P 3-4 cfs_open B FRFER

(3)1£HX cfs_read

cfs_read MFT 30 fd SLEREHE, 1FEAUE buf, SEZEUF 58U size, iR [AISK
PR 7158, cfs_read SEiEATSEEGUE(Fd AR SRR . size), T )&
TEEL. BRHU R B WA GL: BB THHESEAREMBE. fiE, R
WA m e 5 SR1G SCIEAE Coffee XXM ARG ML &, BRI, 5%, WRIEMH
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JUHE T H EmAE B R cfs_read pREURAEMNE] 3-5 PR .

75 sizeiﬁéﬁ
e
o T
\ 2
-1
] —

K 3-5 cfs_read BRHUhFE

(3)E A cfs_write

XA &
I~
=
e RhH %
/__ El F!:
A
EPNT EPN
HE G

v
<§%%> 2L

3-6 cfs_write B EAFE

cfs_write 5EREEBUA AR 75 2 DS NBAR, B R RSO, B JE

33
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BN H G SO DB — A SO T JE it NSEBRE BB, WA EAE M H
B BRGSO & LA R, W EREES N . & A 5 H &0,
KNES N, cfs_write RERFEWE 3-6 T

B H E X create_log B 51 H Bl K/NTH Bl H0E, reserve
B IR H &Stk 25 Tl X file_header 2% file A5G R A AZ B HHT — L% B,
iR A H G SRS — T, SR [E] INVALID_PAGE. RIhEIEE & 1 ST Bk R
=EEWAE 3-7 Fiw.

¥ Coffee T X}

28| log record |og record_size

- >

COFFEE_PAGE_SIZE

original file - micro log file

\ 4

A

size

iy
v

3-7 M H E R EE

(5)7%< 4 cfs_close

KA ST, BSOS A AR B (a0 £d), s H At e . R fd
X} R file_desc i 145 & flags ¥y COFFEE_FD_FREE, LA{# T X cfs_open &%k
AT PAHR R AT Y fd, 1056 5% file_desc SRR file HO 5 AR E L, 1, &J5F
file_desc #51m111 file ¥ A7
(6)MI % cfs_remove

cfs_remove 155 2 name Xt B 1S4 file 841 (find_file eR%0), SeMIBRHH &
SAF (R BIE), K SOk file_header [ flags H1 O fiz(isolated, I 7)E 1, &
i file_header, iz CF5CBEHT file_desc 11 flags 13 COFFEE_FD_FREE F1#]4h
tk file 45 KJ4k, @5 B (COFFEE_EXTENDED WEAR_LEVELLING & 0 H
gc_allowed A 1)#EATE % L. cfs_remove BRERAE I 3-8 iR .

B —HM2, Bk file_header 1] flags FH 1K) O f7 8 1, SEFR A M
R, UGN, SO b F B2 1AL AN REA A FH GE T #ERR), AT Bl RS ab 28 )5 4 e
T, TR B R A AR A 2 TR AS R I A AT

34



=5 WSNs 31T RS0t 7t 5 it

G BB S &
y
FHC A | }
Skt Y fhhs ||| RHOCHE
l AT KR
ERCA v v
SEHR Eﬁ;ﬁ P kfile
—

B3 Rl
MR e
A HE ‘
R [0 JE [F10
& 3-8 cfs_remove & XiiifE Kl
(7)FE At 1Rl

FLASH e85 5 RRE, kAN AT BERE T 2 240 DU AN BE R (RCRAKT, 1
H, W T 488 Br, nRE A LTI R, A I HE B U 75 B A A ax e R AR AT
A5, AReHERR). Coffee NG {EE IR A#ER, RIhik[EIi. Coffee SCfF &4t
T A SCAF M B I 3G SERIEAT B R BT, T 2 AR5 203G v] 23 (R B BRI, i
FEMCA —AN B B 1R, B3Rl o5 FH A K B T]

Coffee #2fit 7 WiFfhi 3% [H| WM. GC_GREEDY Al GC_RELUCTANT, Fi#
B oS R, BB TReZ X (B o k), EEER X EEELL.

3.2 {& & Coffee B9 BUG

3.2.1 cfs_write ER %

Coffee LM RSt 5 NREL cfs_write, RutEL T, SIS size(BNF1E)
BRI E A AT S NEE . HEM gt , R size 8% 1N XS N K
WS EBHHIN, BRIXE A BUG. £FkE BUG LXK cfs_write YRS UTTF

int cfs_write(int fd, const void *buf, unsigned size)
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#if COFFEE_IO_SEMANTICS

#endif

#if COFFEE_MICRO_LOGS

#endif

if(fdp->offset > file->end)
file->end = fdp->offset;

}

return size;

MR W, BXRSGHERE COFFEE_I0_SEMANTICS H.J2 J5ah o (B
HHE), wiaEEBE if(fdp->offset > file->end)#h 4T, it offset 5 end J< R U
i, FEPIREA SR [F] size. BH0XS BUG, W 7R TEFE T FFUART 8 hn— AN I,

HE R IX Fh AR i A7 O«
if(~<FILE_MODIFIED(file)) && COFFEE_IO_SEMANTICS)
{

}
3.2.2 % FD_WRITABLE

return -1;

Coffee HISCHF#RAERT AT H . SUHFRES, 21 E(Linux 2 Windows Zifk),
MR RS i R 82 APPEND Fr& BRI v [ S0 S5 N . 4811, XT Coffee
MRS, MENCHRESTEFB T2 WRITE 1 APPEND tricf, ANfF&
TR Fr B A XA, ok 2 BRIST(H e 5 R iR E 2 7 Z D). g

TEIXAN ), H s FD_WRITABLE (KW SO & B 47 5 IAUR) I 52 S, W R
P B AT
#define FD_WRITABLE(fd) (coffee_fd_set[(fd)].flags & CFS_WRITE)

lhaiehal T UL AW E el
#define FD_WRITABLE(fd) \
(coffee fd_set[(fd)].flags & CFS WRITE & CFS_APPEND)

3.2.3 B IEF M

Yo = A —Tge i, g0 E KB, 3R A BREE AT IR (BN return 357])), AT
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PLRRIET RG] et . XA AT U 2085 IR PP %, iy B+ 8.
ARG Coffee AR EEA IR [BIME B IR [FHE A4S AN SCGHIX 26 bR il 1
— B0, PASCHESR AR B ofs_close A, D A NI (8135 5] 5 BYEARAS U0 T

int cfs_close(int fd) A A IR [AME
{
if(FD_VALID(fd))
{
return O; ISR BME, #E R IhiR E 0
}
return -1; ISR BME,  #AF R BOR [F]-1
}
3.3 Coffee Bt &SI

RE Coffee WAFEMED, WA RE THERTH. HEIXE, (HIGRAUEE

220,
3.3.1 Coffee #8301t

FLASH M3 PE (S NEHERS, HAEMN “17 BN “0” RZMAT) e T
B ST A I 5 A . B 5 KA ) Coffee S R Giks AL 2 I B FLASH 5 A
“O” (JHERRIEEN “07 ) XAV RARBCRIE T, BAMEHXHRS, X4
AR S NI, TEFRERA BN . KON T, Coffee 1%
B FE XA FLASH #FR, N —IRBEANEWRE] FLASH #infDLE#ESAN T,
ONFERR, EAMUIRSE TR, 1R, WK T FLASH %y

Coffee k& Ak HKi%i<siHH Coffee % COFFEE_ERASE ¥y X #F%, %
COFFEE_ERASE £ # i) 2| FLASH & Z# ks, 2T LA, ¥
COFFEE_ERASE H Wi 1] FLASH #:F% ok £ stm32_flash_erase, J5ACAS G0 (73

A CABGE Coffee B4 X 25T FLASH TUK/M):
void stm32_flash_erase(u8_t sector)

{
1R A5 % S FLASH 7T 1 #ihik
u32_t addr = COFFEE_START + (sector) *COFFEE_SECTOR_SIZE;

FLASH_Unlock(); I1FTFT FLASH #3547 il 8%
FLASH_ErasePage(addr);  //MHZF& 7 [fi
FLASH_Lock(); [15% ) FLASH $ 5 4% i 2%
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St R, Coffee MG FLASH &8 “17, G ER
file_header, XEWRE AR A W EALEHIE N “17. BHEB IR ELNS,
FARARELL BN €07, JXFE R DL BERR S (A 22 Fr W FLASH SCHFHAES),
MIEER: FLASH Zi . Coffee & X 1 — R FI AL B HiBhFR S AL AW, XL E X
AR R S, B SUR RIS T

#define HDR_FLAG_VALID OXFE /5 14780
#define HDR_FLAG_ALLOCATED OXFD  /I5E 24780
#define HDR_FLAG_OBSOLETE OXFB  /IZE 3440
#define HDR_FLAG_MODIFIED OXF7 /I 44780
#define HDR_FLAG_LOG OXEF  /I%E 54780
#define HDR_FLAG_ISOLATED OXDF /561N 0

Coffee (I FuAth B £t 7 32 3B B AT AH RAB R, B AR —— 350k .
3.3.2 & FLASH &I E5

FLASH 43>~ NOR A1 NAND Y, Fi& 18 % 1% 8k, %71, 7. WP
ERANE, JFEEE SRR, S, TR, (] DUARYE FLASH 287
KBRS, NIRRT E. ASCHTHF& LR FLASH & AN, KX

KN E R TUR N JEARKE IR -
| #define COFFEE_SECTOR SIZE FLASH PAGE_SIZE \

3.3.3 RREHIET = EH

RAER LB RIIR . KADCCAR . BB EI)ARERI ARG, W LR
FARPOIF AW BAR/ DA & IR S, N REFE W BCEZ . R,
BT HIRMEE, B EA B B H S AW )E T 5250 = i
BIFIT R 7 S, DS R T MR B B B A v SR, X R T B
RS, BB R H SO, R H DBk 2. A SCIEACRS an F

#define COFFEE_MICRO_LOGS 1 IIECE R H &
#define COFFEE_LOG_TABLE_LIMIT 128 //#H £ &5 M3k
#define COFFEE_LOG_SIZE 64 i H E RN

3.3.4 MXHTHIEAR

Coffee CfFRGUR ol B 13X/ FIF a4, UM, AMETEK, MHIT
IR AW THEW B, SWEMEER. M Trdut ke o id g —4
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UK, AT &R, thER 2@ T oldE). K St otidE 7
JRAE Coffee U1 R G kAL, it a1 Coffee SCAFZHZANIE 3-9 PR .

H H H ee

‘4 -t
[« >

SRR A ) EYFEL
3-9 i J5 1) Coffee CHH4HLUR E K

3.35 EEeEmZMNL

-

v

X1 S ST (L), 75 B SOR R A . SR B B SRl T2k
15 RS N AR S B S IR A, 5 R B dm AR B Rk 1, B SO RS R —
P X i H % Y, i i A5 B COFFEE_REPRO_START (B 1 ) v DA I#E & 3] 5 4 F2

XA, BUCRERANT
#define COFFEE_HEADER_PAGES  \

COFFEE_HEADER_CONF_PAGES IS o T2, PTBCE

#define COFFEE_REPRO_PAGES \

COFFEE_REPRO_CONF_PAGES IEIFETEL, P E

#define COFFEE_PAGES \ /ICoffee T14L
((FLASH_PAGES*FLASH_PAGE_SIZE-(COFFEE_ADDRESS-FLASH_START))
ICOFFEE_PAGE_SIZE) - COFFEE_REPRO_PAGES

COFFEE_HEADER_PAGES
#define COFFEE_START  (COFFEE_ADDRESS & ~(COFFEE_PAGE_SIZE-1))
#define COFFEE_SIZE ~ (COFFEE_PAGES*COFFEE_PAGE_SIZE)

#define COFFEE_REPRO_START\
(COFFEE_START + COFFEE_PAGES*COFFEE_PAGE_SIZE) //E 4a fE I 4h 1 &

3.4 KENE

A& HHr T Contiki [F T B SCH: R4 Coffee, 72 b IERY 2 o2 T2l i
6, IRANJRID 4T Coffee, MAJRHEIRAN4H Coffee S RS0 Wl 4430 1,
BFEWEA T FLASH ERHZALL RAE N A I ZE. B8E, I Coffee SEILA
I, AFEE AL A1 T EEL BN SCH. MR, BT T A ENOL
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il FEUEIERS b, 455 EAgMAEROREATEE, SERIBR Coffee —£& BUG, MM
AL TGN FLASH SRALE R 45 G REEBIERF = ST e 2 256 5 T #E4T
it
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FPUE WSNs ERIEH AR Skt

H G R TS AR P 4 L AL R 0y, IR Z AR DL A D — &7y, K
EIMEIRE T R A, BRI RHERS , M S 7 O - AR (T2
BUG 12%K), A LHE BHX LY i B R X 287 i [ml S rp AL B E AR H AR 7T
MR CAF. SEREREAR, GNP RS E, ek R X L
T A (AT AR SO O 7 ) B R AR AN BER o LE (B TSI [ K)o 1
P R RORAR I M R 1 12 )

4.1 ERIFRARIL

HFEBOR B AR B R IRES Y R TIERE BUG B R, BAFTH. 1E55
O RGEE, HE2ERENRG. B, FEMRMHANEE: K, W
(ARG Bl A% 12 B IR e, ARG APl e, 7 R 3 el ] 5
B mm i vk BRILZ AN, /5 B AT RGN 73 A ACHS (1 K/ Bl Bt A, A
111 Fef R TH AR (12 S5 17 B BE VG T BRI T H Il (), I 205K B 4 CRS [s
AR,

4.1.1 KRB &Y

SRR B R, E e B R e RIS N s 5 AR B Tk
RN RGEARALIR BT S, MEATER . 75— It & 00K 2 7 AR
FEIEBNT pi o AR RBIEIE, X R A R ARSI
(1) BB R B

B UG BRA (Entire code image), BV Y sl B A AR g, HLRLAY
RAG 7 KA XNPECL Delugel’l, MOAPEE, GARUDARY, MOSMI, ixffy
VR R T B, AHBR R BT, W AR RN R, DREIROR, XN T D AR
JP) WSNs JUTPAIEE . Britbz ok, X T 52 BRI AR AR i, AU 7R 2
AT R R ERAEE S ] SREERR S, BTN R B S T AL, IR 2
AR RE A BT AR RN
() e 2 7 B AR TS
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BT 2 7Y (Dirrerence-based) & 4,  BIX Eb JR W b A 4% 56 BT b, ARSI
FIARARS, BB &4, A ARRS 5 R BMCA code distribution*t), Modeculet?,
Difference-based RMTD™, Zephyrt4l, Incremental linking™®l, X Ff 7% i KA A
B EIR B RN, RIS, SRR E, 78— SR
HFE MG RGHT L AR 2 &b, BRIk Z Ak, 0 75 BT A4 1 S et o
(3) 2 T B 4

TR e (Loadable modules), #ZHTPIA AR, X TR BT
BAERSG, FJUALMESON AT B, SRIT Linux ZhaStumak, sat i Las
Iy R FlexCupt®l, Module-linking[*7i81,

4.1.2 P EImgit

PRIRAR T R IR B BB R, BCESCIFR, 2 A SRRy 2L
BB NIRRT 5 RO R AR S, W A2 BB R R, WA
id boot loader K1) R Gt B HLIH A R GEBLR, 105 BB R 201 . X TR
B HCE SO, 38R T DL ELRE SR I JC AU R B A

4.1.3 EHRIZEH

PRI BT AZ IR . X DR =7 20 SR B AR AR IR 28 P b DL K TR 461
CREEREA RSN, X EHHE N T WSNs B4R M. Bk, WSNs 4
P T BLOR O 2 R AT 2 (R PR3 F < BERE IR 250 A4 ) AT S | BT 1) S kL2

HEgFEEAN WSNs #1E RG M EEA RIS, JUFHrE T s EE R
Y EIRAE. A/Ng5LL TingOS. SOS. MantisOS il i& # 7 i) WSNs #:4F R 4t
HWIEFA, AEGHE Contiki 52w FEHAR 24 5 e
(1)TinyOS

TinyOS MM K22 LA 43 B(UC Berkeley) Ao 2 A% B s WX 48 1 i 9 141
PRS2 & - E R 4B, w4, SR ERAEDE, B TinyOS
B, TinyOS /& C ¥ E1E S nesCO WA A THIHEATIRAL) T R, B 1F
TS AR RN L T AR IR BN AL 45 A kB,

TinyOS 1.x B 4w % FH MNPHI(Multi-hop Network Reprogramming), &4~ id &
JEIXBER: B, B TR BT WSNs 3% BIRH R A RS Y A5 Gl AT
it £ FLASH H); 423, #id boot loader K #1558 i IH 515 &5, HJET5A,
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HFEL N

AL, TinyOS H 4mfe 2 K B E RS E RISk SEILRT, 1w ESCRr
NI — R, X FhOT TR EAE R B B R (BIE TR ), BRI HIhFEK.
IRZ B ESUHE TinyOS BTN TIRZ %571, WBRA HEET Diff 1ok 7 ZB0,
FlexCupl*®l, #R1fj TinyOS JoiZ:SE B () s 25 n#k . B A B, X2 KN TinyOS
BT AR AL BT PR T 4w 2R B
(2)SOS

SOS(Share Operating System) & - 1959 4= H N M K238 AZ 014018 NESL & 1)
WSNs #1E &%, H CiEEME. H KRR AT AN BEALIERIERTNZ
H5RPNHERFERSEE. SOS MHNZAE 1 aiSEImETine, B4 R5K
HzhA e AR, ATHEREIRAT NN ZEE, TENAE, JEFIEERIEZIR
[ A% SR AR5 R

SOS F 4w R T AR B ). N T ik ELF SOG4 SR 2 BR A5 .,
SOS it #Hfik ELF SCAF LIS 21X — H 1), FFRE8T 8 ELF SXFE SN minielf. {515
—EHE, SOS HHumE AL B RN, Wi, BRI & A r] Nz
RStk Ry FTALE TR, Bl TS s 5 = e A A < 8,
W AR T 4% A AH
(3)MantisOS

MantisOSPUJE 3 [H FL 2 hi 2 K ZEFF K I —3K WSNs #:1E R %, #ANRGH C
BEIFK, FFHIFRAE R Windows 1 Linux X7 662, JEw AR T8 6 IF
RIS EM . MantisOS CHFZ ZFE G X BE), B AT 2L iR AR AR ML
KPR INFERY, MantisOS = 4 22 36 T ArifE 1) ELF BB &S IN%K, 1X 555 Contiki

e~y
4.2 Contiki E/RFEHA

A LAFE Contikil™ i B B B 8 55 40 41 B S A0 . BTN #R i #2 F (loaded
program). %04 Contiki W%, FEFINEES . 1B F T EMEGERS . Contiki
ARAG R A 4-1 Frs o

VE—#IRAT ) WSNs #:1E 2248, Contiki HSRSZHL 7 H4FE . F52 |, Contiki
158 A B BN BG5S 2 S ARIDEUE 7P, BET DU A R4, W]
DI 37 45 T, SIZEIL T AN TR0 B 1) 45
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R RAE TN e VAT

Al nERE T

AR

PRI 2 By R IEAT P

Contiki P 1%

Contiki P 1%

ROM RAM
K 4-1 Contiki {8 G R = K

RO B R R B, B A RB I A5 R EEONE T boot loader
BHEANER. BTk, %L AL 50 #8208 boot loader # #Ht BN &

G514 -

RIS B text

¥ B .data

AHIUEAEL bss

4-2 ELF CPF45H
A% 2 AR B S B AR 7, v DL s 2 iUl AT gk B4
B, nimEEFASEEMEEMECMRE. Y—MEFHINEE R, 2
FFhnakas s Ao IR A e, AT, FBRIT BN, R nEEs
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FHZRE T FIRIE A R L, BTG R BUR Zh a3 B i — Al 2 AN HERED, D s B e
PRI DI RE .
(1)1 s et

Contiki 5 Z #2717 s iy W TF & TR Bh A gk, A2 Bh & i S
ELF(Executable and Linking Format) = ) mJ 55 & i SCAF(ELF Rl 73 4 25 AT E EAL
A ATHAT SO SR AR RO B SC) o 1 ZSCFTE S I I R AN A T B
2, BBNSATA RN SO I S R TGV E e AT o A B B B T
R4 2 R, RGR —Ar i, Mz MBI EPE RSN, Bt s g
E1#k. Contiki {3 1) ELF S48 305 Linux 28481, ELF UMk iR #A M,

b3 T B B e #E 1 ELF SCF, ELF SCARE M 4-2 Fis
SO T B, T ELF SO SR BN OB S, SO Sk il i1 A5 & e shoff
e, MERMARS NN EMER . ELF SO LS5 M AR RAHS I R

struct elf32_ehdr
{
unsigned char e_ident[El_NIDENT]; /0 &%, X2k, £ FL%
elf32_half e_type; IIELF A28
elf32_half e_machine; /ICPU & J& 1t
elf32_word e_version; IELF Jix A5
elf32_addr e_entry; HFE 7 N
elf32_off e_phoff;
elf32_off e_shoff; HERAE AT i #2
elf32_word e_flags; IELF #3 &AL
elf32_half e_ehsize; LA S K
elf32_half e_phentsize;
elf32_half e_phnum;
elf32_half e_shentsize; IR IRFF RN
elf32_half e_shnum; B R AIR R 2
elf32_half e_shstrndx; 55 5 R BT E I B AE BL R TR I R AR
o
()G 73 K Ml

Contiki FEHRFEACHG 5 K& FIH Rime B0 ulP PrsUbk ) #1815 52

(o REFE

HrROBC B B A R AR G B I D U A% B AR RS

4.3 ERIFHES KN

T BRI, AT RN s s ARG 3 5 B O 7 TGS Contiki H 4w R E1T 24
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R RAE TN e VAT

o AV E VST AT, Contiki s K shASSEEINEMLH], ELF SC4F
VERBNA IR G, X HARAL,  DUIE B A A7 52 R AR A% S 88 1 1t

N TR, Linux & ) ELF AHRE A A 2 s, FESHREZN
1775 [8] . Contiki AN FTH 211 ELF XA LT A 0 381 (W ELF kAN
B, SR U2 IR SR K Bk R o X ELF SCEFE BT A Rmb A7 AL
25 N AE 2B 071 R0 R AR K R A

4.3.1 ELF 3%t

ELF Xl 2 AN Bom ekl i, Br T .axt. .data. .bss & H =N BeAh,
PRER ELF SCHREE LT IRZ B, an R8s B rodata. 27 W46 LB init. F2/7
ALEBL finio TR L B AR AR D, D R R R A2 BR A5 IBRAR 1 A, AT ORI
B, M ERFREREIHBF SR, EFRUIE ELF ARG WE 4-3 i,

o3k I ELF ST A4 3k

B *®

N

/ // / \\ \
Wi \
v/ j'jﬁ%,ﬁﬁ.text A\

/

v /‘, \ \\
// ¥yE B data \\ \

VR Ak B bss

EEfidkrel ¥

R

4-3 SR 1Y) ELF SR 4L 1]
HETE ) ELF SO RORER 2 By, BDARAS B HOREL. RWIIAfB. =58
k. fF5k.
4.3.2 ELF T35

FRUER) ELF S0k 52 NE 2% . URAE e ident(B & BER. S0iE3k.
FHFEVE 16 N7, HPWE T 9 Nty R, v EEEN 1 AT,
ELF 3043k ik AR & e_ident 3BT AT 5 0T EL i B 4-4 TR
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. it it =l itlﬂ 'i-\“'l} /li\‘ : rl-.I-.J-
—| DEL 'E L F'ole - -
TF | 45 | 4C | 46 01 | o1 | M (G Y] oo | 00
TE | 45 | 4C | 46 01 01| m 0o

4-4 ELF 303k A5 8 e_ident 3BT R 5 %7 Hoon 2 &

Fritz 4b, At ELF OOk AFE R & e shoff(BER AL ST R A2) |
e shentsize(BX & Hi R 7 K/« elf32_half e shnum(Ex ik £ 5 &) . elf32_half
e_shstrndx (74 Hf R TAE M BUEBGR R I N AR), BRI ELF b2 )G, EEA
IXLEAR SR AR T, BERAE S A RSO Sk R /N e_ehsize. #8751

ELF Xk RAE 22 A7, elf32_ehdr JFEARS AR -
struct elf32_ehdr

{
unsigned char e_ident[EI_NIDENT]; /A& . k. FH %
elf32_half e_type; IIELF SCHF2RAY
elf32_half e_machine; /ICPU ~F & J& 1t
elf32_word e_version; IIELF A5
elf32_addr e_entry; HFEFP N E ik
elf32_half e_ehsize; LA S K

&

(3)ELF HoAthgh g {4k BY
BERSehr b — AN, B R AR elf32_shdr G5t44, FRUEMY elf32_shdr 45

ikt 38 N2 £, BT AR EAR B, 53] 14 7 elf32_shdr 4 k)14,

PEARRS T
struct elf32_shdr
{
elf32_word sh_name; ie&
elf32_word sh_type: BRI
elf32_off sh_offset; HEL P A%
elf32_word sh_size; B

)2

FFg FWE MO — AN, N — N, BB RN —AFF
S TR elf32_sym FiR . FRAE) elf32_sym 564 16 3, #HET)E N 10
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T, AR

struct elf32_sym

{
elf32_half st_shndx; 11555 BT E I B
elf32_word st_name; 1175544
elf32_word st_size; A5 RN

j

4.4 KEINGE

AREE LB T EGMRE R R N S, FEAE R X Contiki 2 4 A%
FEORBAT . B, B T EgEHORTE WSNs 8, B, s gk
AR, BIACHD )y A& BSR4 s ¥t BEJE, LA 3 ANSLAY WSNs #:1E R4
(TinyOS. SOS. MantisOS) #4837 7 S 4m e BRI . &), 7047 1 Contiki
HMFERAR, FHAESEAE T, B RS ELF SO S A SR B
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BHE ARG E AR

ELE XHRESEREMNL

NTWAE A R BARFELS SRALIROR, FEEX AT — R, B
FERIHIA . AR Thaellat. MR, JfEIF Ao BT I, B
MO RG s H, BEE W ERmAE R II — . BT IR S H K
A, MEVATERCHEREMINR, (EAFERSEM)E, A LALE Contiki BLEA7 FHIAEE COOJA i
I A5 AN B

5.1 ALXFE&EEMN

ALk Contiki /E WS RAMERFER TG, {2 Contiki #H5¢FRHE
A, AT TAEARBRAERNIEIG 44T Contiki #:(E R G — MNP RASKIEEH
AFIRRS A, T (A e AL S RS, AR Sk IAR+I-Link 1E 98T
FOABE, AR GRSk s B BRI R ACme®. BRItz b, et it
R MEgmAES T, WA AZ BT A B AT, .
DT 5

TR ACme 7 L N JC kAL IRAS ML Bt 1Y, Thagss K. KHIZET Cortex-M3

HI AL PR 28 STM32F103RBTS, ToLR S AR CC2520, AR MRAMIANE 5-1 Fis.

o

K 5-1 ACme JT & s = K

@ Bt ACme JF AR AT H K5 PR BE FL 4 P S FL 00 7 T O F 7
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BEAEY FAR(STMicroelectronics) 2 & Hi ) STM32 /225 T~ Cortex-M3(ARM 4
A] V7 280 i% 0 1) 32 Az SoC sl ey, BA M. LRttae. (IRDIFESE
. STM32F103RBT6(SRAM K/NA 20KBYAERL T ¥ £ H4h%, B 128KB
FLASH. 3 MM#EMH 16 frEmf a8, PWM ERf &%, 12C S2k. SPI 4. USART
1. CAN BB M%5, X SBhE M 12 A0 B B8 R 38 & F AR A . RIhEE. &
RGN

CC2520 /& T A F #EH 1158 —4X ZigBee/IEEE 802.15.4 Jo£k S AUk 25, £t
FE AT R B v AT IA 250Kbps, XTEHR SR PR INE . BEIGIE. 2 RS E A %
POt RIS BT SPI R 2K CC2520 Lk S Atk bh 5 STM32F103RBT6 filidt
PRSI

FERMGE S H T FEE RO, F J-Link 58 IJTAG DS, 05 PC %E#,
B4 E IAR SEBUT KIEE, (8 R] DUR J7 (A7 8K
@f-ra

B 5 RA Contiki YRS H S HF Linux JF AR, SR Linux %F J-Link {28
THFRATERE, HIF R RARKAE . 1 Windows R TAR £ A & A5 nT
PL5 J-Link TE45ER, ORI, Tk, ASCRA IAR+I-Link /AT
RKIF6 o

IAR Systems A&t S 45 ik A X TF K THAAR SR AL, M™% 1AR
Embedded Workbench JC5E 42 44 B i F FIHR A SREE T KA 2 —, B RIS S kF
TH S0 N 28K 2 B A, BRib 2z Ak, TAR X R A SRR IR 2 3,
1 J-Link. ST-Link.

J-Link FEf1ff B4 /& SEGGER A N ARM it Fr#E H 1 JITAG ik F T A,
HATJLFSCFEATA ARM G631 BRI Z 4k, J-Link Jfiid RDI #2115 F= ik N U R
JFRFEE(EN 1AR, KEIL, ADS,RealView)JG48i%E4%, WA K. &Hd, H
JTAG £4#4 J-Link 5H KR JTAG MiEE:.

5.2 Contiki 31&
R IR A a5, N T B3 T Contiki AHICYEACHS M7 Ja 22 ot

Mk, 7FER Contiki #:4F RGN Linux AERE S IAR, FEAUFIT A T AR E
RARG A, BRI 5-2 FroR.
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IAR T F2fic & At Coffee sz 1
A
B GCC5IAR y
bl A B A AR
i EX
LR E B2 v

521 1ARBCE®

Options for node “contiki™

ST Spearet

Categany: ST STM3IZF10xxd
General Options ST STM3ZF10axb
CJC++ Compiler ST STM3ZF10xxE
Assembler ST STM3ZF10zxE
Output Corverter Target ll:lutput l Library Configu.ration] Library Options l H]Llﬂ ST STMIZF 100
Custom Build ST STM3IZF 10D
Build Actions FProcessor wariant ST STM32F10:xE
Linker

Debugger Cors  [fortents <] ST STRT10

5T STRT11

Simulator .
angel & Device |ST STM3ZF10xxB ST STRTLZ
GDE Server g ST STRT1S
IAR R.OM-monikor ) feotel L4 ST STET30
J-Link/J-Trace Endien mode bnaloglevicez  P| ST STRT31
LMI FTCI f* Little ST STRT3S
Macraigor " Big
- - HetSilicon »| ST STRT38
e ST STRTSO
ST-Link. = Huvoton 4
Third-Party Driver HXF 4 5T STRTSL
KT » ST STRTS2
Samsung y| ST STRTSS
0K TexasInstruments 5T STR3LOFA
ST STEO1LF

5-3 IAR L2 H @ il B /n &

ANFET Linux H Makefile 2HZ5A TR H, 1AR & o & T2 H M
BRI R LB TUE S, 5, #5L TAEX (File->New->Workspace) il
i H (Project—>Create New Project), % K E I H J& 14 (4 o It H ->options) . £+
IE W F b #1388 77 -5 (General Options->Target->Device, iX B 1% # ST STM32F10xxB)

A A A 1AR A2 1AR Embedded Workbench for ARM 5.30
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Je K #5247 (Debugger->Driver,iX BLiE$E J-Link/J-Trace). IAR TF20i H J& PEAC &
nkE 5-3 FioR.

¥ Contiki Y5 55 4% J2 R s in 2 TAF X (4 o B H ->add), - #7 & cpu/arm
/stm32f103 A1 platform/stm32f103 2. KU ACAS ST B AL N BT g PR AT, 4>
FORAREFT SO R . T2 H S R Wi PR A B0 B a0 1 5-4 BTk

Files Options for node “contiki™
Ef@]contiki - Debug
— Capps
Ccore .
Cacfs Categary: Factory Settings
Cadev General Options [ Multifile Compilatian
Qlib r
[:Ilinux lib SSEIeT
Dload_er Output Converter Code ] Optimizations ] Output ] List l]]iagl— b
Custom Build . .
Cdnet ) - [” Lemore standard include dire|$TOOLEIT DIRFNINCY
Lam Build Actions
Sys Linker — - - - T -
Fa ] cpu Debuager Additional include directories: [one per llne‘)"
Caam - $PEOT_DIESY. . hecored ~
l_Ell_ [ Simulator $FROT_DTIEF. . \corelsysh
camman #ngel $FROT DIRSY. . eoreilibh|
1 stm32f103 GDE Server $FROT_DIRE:. . ‘eore'neth hd
_EII—El gamples TAR ROM-monitar Preinclude
cfs_test J-Link{2-Trace [ B
— Cahellomwarld LMI FTDI _ -
L [:Itimer_te st Macraigor Defined symbols: (ome per
_E-l D platform ROI I lgreprocessor ontput to
L3 Castm3ztest ST-Link _ -
l_ cantiki-cont h Third-Party Driver
cantiki-main.c
L
s [ structgen_opts.genh |
F—TJiools
L2 Output 1] 4 | Caricel

] 5-4 Contiki L% H s AT gm 3 B8 42 00 B 2 = K

5.2.2 GCC % IAR

WEIF IAR TFEIH &, #tn] gmiENmiH 1, MR ERE Bty
1B G 135 208 1) (1 32 2 ) RS2 0 L ) R v an R
(1) ST 2 R 22

ARV R PR B AR 2 e SO i sa A —FF, bl MSP430 ~F & 124 Sk SCHH7E
Linux 4 io.h, M7E IAR 24 i0430.h. Ay 1 ilACHE e R A, I Tiidm 3645 2 f#
WX —25, PR T
#ifdef _ GNUC__

#include <io.h>

#elseif _ IAR_SYSTEMS ICC

#include <stm32f10x.h>
#endif

)FMBF T AR E X

PHRFIERL IAR Skt 51
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£ autostart_processes A JE X, JR[AJE autostart_processes fi %1 #4H & H%:

AUTOSTART_PROCESSES & X , 1 &% % X H ¥ T % 1 9m & &
AUTOSTART_ENABLE . fif 1% I @l A 7541138 B2 AUTOSTART_ENABLE 5& X H
£ contiki-conf.h S IIUN N iEA]:

=

<
1,

| #define AUTOSTART ENABLE 1

|

F55 dint 1 eint A€ S, XS FA Linux FER AL eint) A dint()S2BLHF
i, {H IAR {#/]__enable_interrupt()#1__disable_interrupt(). fifvkJ7i%2% ein
A dint() & s, X BRI E ARMEMER 7, RUIMA TSR BEHE 2, #70TAY
N (A INAE platform-conf.h SCAF):

x*
t()
i

#ifdef _ IAR_SYSTEMS_ICC__
#define dint() __disable_interrupt()
#define eint() __enable_interrupt()

#endif

(3)5E XM A

Linux 5 IAR X2 B BT 8 A SR, Blin, Linux KBRS AL FRFE

ISR 5& X%, K GCC & LI T ik 55 A BAE 7 U AF & TAR #%50, W

% AR A (GCC A% 20)***/
interrupt(PORT2_VECTOR)
irg_p2(void)

[T E AT TAR A 20>/
#pragma vector= PORT2_VECTOR
__interrupt void irq_p2(void)

(4) RN I g

IAR JLZm#% 2UAH T GCC, HARWMAFE AR g5, X E KX Contiki Fif
AR ITES . GCC 5 IAR AL IFdE—— XN, H I 7 E3E GCC

PRIC G ARG 5 30, A BRSSO TAR RS UHIR AU S . L, R REACAS

[***GCC | H1 W fk REYRAS >/
asmv("mov r2, %0" : "=r" (sr));
asmv("bic %0, r2" : : "i" (GIE));

P**IAR T T WA REYR A+
asmv("EINT");

Ftean, SREUVHERTRER, GCC AR ARICZw=Lil, 12 IAR C X %Iy RE 4T =

lasmv("mov rl, %0" : "=r" (stack_pointer)); IIGCC i AN %
*stack_pointer = (unsigned short) _get SP_register();  //IAR £ 7 =
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5.2.3 BhIREN

b Szl SRR AR OR, AN E AL BR AR I B XS AN R o I b R Bl A A% IR A
gadl IPRPAEIR . IR [BI AT B b R AR BERE o TN e b Ak B O

et A A, HIEAASAN T
void SysTick Handler(void)
{

SCB->ICSR = SCB_ICSR_PENDSTCLR;
current_clock++; [V e
if(etimer_pending() && etimer_next_expiration_time() <= current_clock)

{

etimer_request_poll(); I1EETF etimer RGLHEFRAL e
}
if(--second_countdown ==0)  //#}¥
{

current_seconds++;
second_countdown = CLOCK_SECOND,;

}

¥

Contiki RGEGEFWIANINTE]: B ERmERE S, FD8, IXAEA R T AN DR BE e ) 3
WE . WErR TR ISR SE R BHGRE £ 2, #PE AR 1s A 2n),
T} etimer Z453EFE etimer_process 11 4: 2% (etimer #IF A N2 HiE A etimer A3
).

5.2.4 Coffee #5318

Coffee UM RGEFAE T A 32 ZRARHE T A AR S b HUBC B — L S HOMN LI IR
JRRE . AFF R FLASH 52 7 W), U3 75 B8 b B 28500 A 225 11
e AR AR A SRR 2 R
D)ZHmE

TEMENSHEH FLASH ifiht FLASH_START. FLASH 71 K/
FLASH_PAGE_SIZE . T %t FLASH PAGES . Coffee Jfr & F K # 46 Hb 4k
COFFEE_ADDRESS. Coffee [X k/|s COFFEE_SECTOR_SIZE. i&f — 44 AL
B2, et B K s O3

BEEMOEBZHEEFNMANSEF N (KLEKRET MCU & 5 &
STM32F103RBT6), nJ L7 %] FLASH K/NAN 128KB . FLASH st A
0x08000000. FLASH T K/NA 1KB. FLASH ¥ A 128. 1H15 —42)j&, Coffee
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¥ FLASH fJ5 3 W% NVM. 9 7@ RiAN FEZEA) FLASHER R /N TR /NAS
7], BEHREiZ TI#ERR), Coffee XM RGuHfE M ARXANEH T, AKX N A BAT
BEBR . PR H RS —J71H, ST RIFAE R, W1 SD R, R X E oy it
KN UAE, Arhntk FLASH P4l fE s 5—J71m, (8T KREE A (R4
ByE & E . W), SR, Contikiwiki X4 130 COFFEE_PAGE_SIZE #
COFFEE_SECTOR_SIZE ¥ /h— s, LAIRTS 5 & 2 1) 4 §& (reasonable performance).
T ixees:, {Hn]E X Coffee UiTH A% COFFEE_PAGES . Coffee it ufithhl:
COFFEE_START. Coffee & K/N COFFEE_SIZE. #BEARL AT -

#define COFFEE_PAGE_SIZE (FLASH_PAGE_SIZE/4)//Coffee B8 7 k1N, 256B
#define COFFEE_SECTOR_SIZE FLASH_PAGE_SIZE //Coffee 84X K/, 1KB

#define COFFEE_PAGES \
((FLASH_PAGES*FLASH_PAGE_SIZE-(COFFEE_ADDRESS-FLASH_START))
ICOFFEE_PAGE_SIZE) //Coffee T1%L

#define COFFEE_START \
(COFFEE_ADDRESS & ~(COFFEE_PAGE_SIZE-1))  //{gtaHik

#define COFFEE_SIZE  \
(COFFEE_PAGES*COFFEE_PAGE_SIZE) /ICoffee U 48 K/

FEEA R BRI E a0 5-5 FR .

je server-desktop:~% ./tmp
COFFEE_PAGE_SIZE: 256
COFFEE_PAGES: 232
COFFEE_SIZE: 59392

COFFEE_START: O0x8010c00
COFFEE_ADDRESS: O0x8010c00
end_flash: 0x8020000

K| 5-5 Coffee ¥t =K

Frubz b, S EARCHSEPRN M, BE Coffee HARZH, WT:

#define COFFEE_NAME_LENGTH 20 3K
#define COFFEE_MAX_OPEN_FILES 50 I RKAT H U2
#define COFFEE_FD_SET_SIZE 20 I3 ZErh 3 H
#define COFFEE_DYN_SIZE (COFFEE_PAGE_SIZE*1)

#define COFFEE_MICRO_LOGS 1 IMCE M H &
#define COFFEE_LOG_TABLE_LIMIT 128 M HER5I4M

#define COFFEE_LOG_SIZE 64 I H &R
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(2) 7 i B
¥ Coffee X #f % % it COFFEE_READ . &5 COFFEE_WRITE . # &

COFEE_ERASE 7L 2 G AH R K Z R E, nF .
#define COFFEE_WRITE(buf, size, offset) \
stm32_flash_write(COFFEE_START + offset, buf, size)

#define COFFEE_READ(buf, size, offset) \
stm32_flash_read(COFFEE_START + offset, buf, size)

#define COFFEE_ERASE(sector) stm32 flash erase(sector)

Coffee H#EBRBREMISEIL I 3.4.1 /N7 1) Coffee A% UMt ASTAEFH M FLASH /2
R, ATRAEEEShE,  seEUE R B A e L memcepy BT . FLASH 5 A
#, KON FLASH A RS e A BEM 1 48/ 0), Pt ARG 240508 DLy
BARLPE BN X, BEEAZ MBS, MEERZIT, &AM X

#EE N FLASH. FLASH JiKJZ5 pRi3 stm32_flash_write JSEEARHS 0T
stm32_flash_read(curr_page, buf, FLASH_PAGE_SIZE); //1. K £ 45 % D1 3] 2% ph [X

memcpy(buf + offset, data, next_page - i); 112 NE 2025 0 X BB 4
FLASH_ErasePage(i); 113. %% FLASH 11

FLASH_ProgramWord(curr_page + j, *(u32_t*) &buf[j]); //4.5 NZE#H X N 25

5.2.5 HESNEIRRTZE

Contiki Zh AN EALH L LWL E g A2 HOR B LA, SR10 Contiki & P85 2
Linux, HEACRS 51 T Linux BEk 30, iz, GCC 5 1AR g idtg XA S AHIA .
A R ) 1) R R SR TR N R
(D) ABEFT IR A

Contiki {25 7 Linux FER—2e350fE, HEA T Linux FREL,
F52 |-, Contiki S2I 1 AH S 5& % (40 difen.h 1 dlopen £%%k) . % Contiki 7% IAR,
2 PR RIS 2 PR ORASBE AT IR SO, g pRax A ) X F X 28 Sk S A Linux 42 H
RIFINE] IAR TR H 3, Linux B Sk STAFAT g AL Hopt B Sk S0, ok X 283 5
PREFERER, W RE|ISNT

Jinclude/malloc.h dlfcn.h features.h unistd.h

Jinclude/i386-linux-gnu/bits/predefs.h wordsize.h dlfcn.h environments.h esizes.h
confname.h types.h posix_opt.h

Jinclude/i386-linux-gnu/sys/cdefs.h

Jinclude/i386-linux-gnu/gnu/stubs.h stubs-32.h

Jinclude/getopt.h
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(2)RBIAIL

GCC 5 IAR i g ik as AR, FERBH M MAFEZER, &L, IARTE
R 2R L GCC mif3% . 91U core\loader\cmod.c SC 4 h.bss = h.data
+ h.datasize i5H], h ZEHE cle_info 45414, bss. data. datasize 2574 4) 714 void *+
void *. cle_word(SE/fi /2 ul6_t), £ GCC mfLLIEHIZAT, {HAE AR Zn kit 242R
"expression must be a pointer to a complete object type" iz, B ju] BE TR B
A, Rz A B R R B A, T

h.bss = h.data + h.datasize
%44 B ) S 20 B O s S PR/
h.bss = (void *)((u32_t)h.data + h.datasize);

GCC AJ ARG PR T B2 e il b PR AT (A2 k), SR MIAE AR AT AIE. 75

TR BAE R R BE RS . IXAME BUAE Contiki 2 L, EB IR N T
cmod_module[imod].fini = cle_lookup(&h, pread, off, "_fini");

IR AR S A i R e B R

cmod_module[imod].fini = (void (*)(void))(cle_lookup(&h, pread, off, "_fini"));

init = cle_lookup(&h, pread, off, " _init");
MRS AL BUpR B R £
init = (void (*)(void))(cle_lookup(&h, pread, off, "_init"));

elfloader_fini = cle_lookup(&h, xmem_pread, eepromaddr, "_fini");
JERE TR T S e 5 Bl o R T

elfloader_fini = (void (*)(void))(cle_lookup(&h, xmem_pread, eepromaddr, " _fini"));

elfloader_init = cle_lookup(&h, xmem_pread, eepromaddr, " _init");
PR TR BT S 80 R o g T

elfloader init = (void (*)(void))(cle lookup(&h, xmem pread, eepromaddr, " init"));
(3)HE X FH iR

GCC M5 T, i Makefile UL TAE LA, Makefile e H4 Bk L8 ST 44
ANTHE, IAR WIAF, IAR Zilid T HFERRREHWEANTHE . K&k
BHN GCC #3 IAR, JmiFds iRt i e k. MG RZ LA
Contiki & X 1, R A Linux B SO E (B IMBREERALTH] 72 S0 iR 7
AR &), i off_t £ contiki-conf.h & X, [FIN 7L 2 A unistd.h & o #TT%
IRTAT B, R tHp e Ty, B, R A

BEREI AR R R 5 B AR, IR RN R BEE AN A M 7 SEBIL 1 IR £F
‘5 elfloader_arch _relocate . elfloader_arch_write_ rom DL & elfloader arch
allocate_ram 7E 14 elfloader-stub.c. elfloader-stm32f10x.c #5521 . dit &4,
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TR R —ANszE, X YRR elfloader-stub.c F AR (ISEHL . 755 elfloader _load.
elfloader_unknow 7£ 314 elfloader.c #1 elfloader_compat.c #ESEZEL T, IX HLyERE
elfloader_compat.c HHH S i SEE .
(4R E X EE iR

YuikRf, 7t elfloader_compat.c X fFH &7~ _etext. _edata. _ data_start R X
HiR, XECRF S (BRRONRRRRT 5 )88 AR R A, FRPATH R e i, B
AR FEE R AT PAT SR AT i IE AR I{E . 7E elfloader_compat.c Jii A\ IX 645 &
A5, e

extern unsigned long _etext; MRS B s il stext AARAL BT 4 Huhl
extern unsigned long __ data_start; //AJ4E 4L O EE T 4h Hdik
extern unsigned long _edata; HART UG A B U 45 TR b

A4 elfloader_compat.c #2275 ROM_ERASE_UNIT_SIZE & X 4%, Contiki
& 4% sector ¥ B M, X B ¥ ROM_ERASE UNIT SIZE & X A

COFFEE_SECTOR_SIZE, 7 elfloader_compat.c I A4 K A%HS

#include "cfs-coffee-arch.h"
#define ROM_ERASE_UNIT_SIZE COFFEE_SECTOR_SIZE

5.3 i

FERC T FIR AR, (E R DAEFF AR SO RGN B g . HE T30 TR
L, eThell, SRR, eI, SRR D ) R A
BRI 5 K4l GBIt 2 AUTOSTART _PROCESSES fInA), fE¥%d, HER
PRIXASA A shidb i, 8 A 3 B % main R

int main()

{

dbg_setup_uart(): 18 UG 1k
FLASH_ClearFlag(FLASH_FLAG_BSY | FLASH_FLAG_EOP \
| FLASH_FLAG_PGERR | FLASH_FLAG_WRPRTERR); //i&F& FLASH #5471

clock_init(); Kz R R
process_init(); IEFEAT a6
process_start(&etimer_process, NULL);  //J35h RGiHEfE
autostart_start(autostart_processes); A ShFe st B i gh e
1* 2 G NFCAEIA*

do { }while(process_run() > 0); 15847 A AR S B AT 55 Ak B A

return O;
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5.3.1 RS

BT BRI S S, 6 S RGERATINR, E e TR e, i R
Cr A Coffee #5201k AR, 2. BS54, F% PROCESS_THREAD
A AR, JRR I B B ahiEEH 8 A (1S AUTOSTART_PROCESSES ).
A F SR ek B a0 ] 5-6 .

—
BEHL
% cfs_read
cfs_coffee_format | #&a1k A&7
A
"
Bl
w g
cfs_seek I@ o cfs_remove
TEAL

Kl 5-6 S AR Ge A CAS AL &

H X Coffee UM R TR Ak, R EEE FLASH #2BR(M“07 AR “17),
SRIG BN — (s € hr &AL CFS_WRITE | CFS_READ), #%& AT &5
NEHE, BetE @ hr BT ah b (cfs_seek), REUEE . XA IR, KM,
BRI, B e HA R . SO R G D Re R R BOEAR RS R
#include "contiki.h"

#include "debug-uart.h"

#include "cfs/cfs.h"
#include "cfs-coffee-arch.h"

PROCESS(cfs_test_process, "cfs test");
AUTOSTART_PROCESSES(&cfs_test_process);

PROCESS_THREAD(cfs_test_process, ev, data)

{
PROCESS_BEGIN();

usart_puts("***cfs test process start***\n");

if(cfs_coffee_format() == - 1) /ICoffee S Z Gtk Ak,
{

usart_puts(“coffee format error.");
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return - 1;

}

int fd = cfs_open("CoffeeTest", CFS_WRITE | CFS_READ); /[ —"
if(fd == - 1)
{

usart_puts("First time open error.");
return - 1;

}

char bufl[] = "Hello, World!";
char buf2[32] = "Orignal!";

usart_puts("The orignal bufl and buf2 is : ");
usart_puts(bufl);
usart_puts(buf2);

int size_write = cfs_write(fd, bufl, sizeof(buf1)); 5 N5 45
cfs_seek(fd, 0, CFS_SEEK_SET); 11 B S b i B
int size_read = cfs_read(fd, buf2, sizeof(buf1)); ISR B 4

usart_puts("The update bufl and buf2 is : ");
usart_puts(bufl);
usart_puts(buf2);

cfs_close(fd); RS
if (cfs_remove("CoffeeTest") == -1) I SO
{

usart_puts("Remove file error.");
}

PROCESS_END();

}
H T EP S R P 5-7 Ffoms

Coffee format has heen done.

systick isr
The orignal bufl and buf2 is : Hello, World?Orignal?

The update bufl and buf2 is = Helle, World?! Hello. lUorld?
systick isr

K] 5-7 Coffee Zhae Ml ile Fon = Bl
AR, IXFERINA I I A, 45 RIEIEA R RIE I R . A SCE T b
VAR 7 2O SOtk B SO R G AT R0, BRI IER . J-Link R 2s 5
IAR Togt 4t &R AR 78, k& O L&A FLASH. & 748 = rHE,
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& 5-8 Frx.

/ IAR Eabedded Workbench IDE EEx
File Edit Yiew Froject Debug Disassembly I-Link Ioels findow Help
D U d $ B @ = By |20 T &b ol
= 2 LEEZ X
* | dioader.h | eff32.h | cFs-coffee.c | contiki-main.c ‘ = *
|Dabug j Char bufz[32] - ~Origmal!™s Exprassion | Value o] Flash -
—— -
Files A id I JFLASH_ACR = 0x00000032
a iki - Deb usart_puts(“The orignal bufl and bufz is : "j; = but " — LATEHCY = O=2
= (Jlcontiki - Deb ... usart_purs (butl); [ ' (0x00) ~ HLFCYa =10
—Cepps usart_puts (bufz) ; - 0 (0x00) - PRFTBE =1
HE1 Ccore ] (D) - PRFTBS =1
et int size write = cfs_urite{fd, bufl, sizeof {bufl]} - 3 (00 FLASH_KEYR = O=00000000
| B cfs-coff cEs_seek (£d, 0, CFS_SEEE SET); //NOTE - [ 00 FLASH OPTKEYR = 0x00000000
| — B cscofi.. ® inc ] S s FIFLASH_SR = 0=00000020
| L Betsh — [ (0x00) | BsY =0
Facer % usae_pies ("Tue wpdsce buE) wnd b2 12+ 7); I Y At =
¢ - (0x00) | YRPRTERR -0
Fatalis usart_purs(buflj: - = () L EQP =1
Cl“ﬂux_“h usart_puts (buf2) ; - @ 03] EIFLASH_CR = 000000080
@ loader - PG =0
@ anet cfs_close(£d); = H]D} :C"Eﬂnx:gg - PER =0
Lmrmiavs ot = ,? . - HER =10
if (cfs remowve("CoffesTest™) == -1) hd — M2l ' (0xBE) (4
contiki [fol [«] 1D < b3 < >
" Goto  [G0BO00000 ] |Memory =] - Jﬂ
02000110 61 75 74 &6f 73 74 61 72 74 Bf 73 74 61 72 74 3a autostart_start: -~
08000120 20 73 74 61 72 74 69 6e 67 20 70 72 6f 63 65 73 starting proces
08000130 73 20 27 25 73 27 0a 00 46 4c 41 53 48 5f 50 72 = 'Ws'. FLASH Pr
08000140 6f 67 72 61 6d 48 61 6c 66 57 6f 72 64 20 45 72 ogranialflord Er
08000150 72 6f 72 2e 0a 00 00 00 43 6f 66 66 65 65 20 66 ror.... Coffes £
08000160 6f 72 6d 61 74 20 68 61 73 20 62 65 65 62 20 64 | ormat has been d
NANANTZN R A= RS 7m NN NN NN AN R& Na A0 70 =R Na 00 70 | (e h/
Log )
Sun tar 10 23:17:02 201 3: TPIU fitted.
Sun har 10 231702 2013 FPUnit & code (BF) slots and 2 literal slats &
T PSS ST B
< ¥
Debug Log [Build [Findin Files x
Ready HF —

& 5-8 1 R G0 B
5.3.2 ERIZ

AN B G A2 1) Gk B R AE X ELF SCHFIEAT BRI U, )E0T ELF SCHEREY,

B - RS AR & (R BT A S 0 LE an 3R 5-1 o, W LAk BY J5 1) ELF SR E/MS £ .
% 5-1 ELF AT HT Ja X b

e SERERT () | RS ()
ELF 303k 52 22
e_ident 16 9
Bk 38 14
RS 16 10

B HEAT I REEMNR, B SO S RIS B N AR, dE I ER 1 f HE O %2

PR, Eean = e ) B s J m) A T ERE R, 1 R 8 BE e R A

58, @i iXFE Ty T Dot s 4w A2 2E 47 T e I o

R 2 KA (R 5 AY), Jai 58 BE g A% I RIS Dy R P 0k A e e il

o PRI A, Contiki $2 I —E5EHFHF KT & InstantContiki, i%F & 2 T Ubuntu,

A DABELE R AL (B0 VMware). InstantContiki B 47 B2 COOJARRIBA, 1% {7
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ax )R BLSE 2 B Contiki B 7 SCHF I S RAR R 1 MicaZ. Sky. ESB. AT
f8F COOJA Sif K FUBAL a8 15 i E G AR B AT 07 TR kAT PERE TR A -

JA 7)) InstandContiki, #1774, #F A% contiki/tools/cooja H 3%, 2174 ant
run, J&5 3 COOJA fj B % . 9T JF A B 1) csc #% =X 3C £ (File->Open
simulation->Browse), it Start UG5 5, @ AT AL E 1, IR EDWE 2
HHafidid . Bribzsh, WTLLUERE/RII%E, Wi AT, Atk &,
W EE. RS, TM%@&@D4AKHV&&@m@59%TO

o' @
Select visualizer skins {3/11}
TX: 0 RX: 0 INT: O

] simulation visualizer

] simulation Visualizer

Select visualizer skl

0.0 ' 1.0
co @ @ 3.0 @
0.0 - 18.0 e
0.0 0.0 7.0 15.0
u.o 16.0
0.0 ® 0.0 ® 13.0 2.0 )
0.0 0.0 17.0 14,
@ 0.0 0.0 18.0 47
0.0 110
0.0 12,0
0.0 10.0
0.0 0.0 oo 5.0 6.0 20,0

[ simulation Visualizer : ] simulation Visualize

Select visualizer skins {2/11)

Select visualizer skins {2/11)
11121 RX: 4126 INT: 206336

¢ 7394 RX: 2167 INT: 137769

5.0 ' 60 =00

K] 5-9 COOJA m;aﬁmm R

PLE R GR TR, N T b HERE, IEFX B 31T 08T BRIk

R HE LI HE & OB R A7 (F o & D $¢ Save to file) v e F, PUEHE T4
Be b, Joekiiok HE AW HE R D W& 5-11 Firos.

[*] Radio Logger: 9308 packets

Data

Time |From| To |
183589 |1 - |45: Ox61884ECD ABODOFCD 01001083 0DOGODCO 1
183591 |1 18 45: Ox6l884ECD ABOGOFOD OLO010B3 OLOGOGOO 1
183593 |1 18 |as: Qx61884ECD ABCOOFDD 01001083 0G0G0000 1
183595 |1 g |45: 3894ECD ABCOOFOD 01001083 00000000 1
183588 |1 2] 45. (Packet data {45 bytes)

183500 |1 45:_C61884ECD _ABOBOFOOD 0100103 HOOOGE0O 1€
183602 |1 = |
183604 |11 Log Listener {listening on 40 log interfaces)
183851 |15 ||| Time ms| Mote Message
183853 |15 (/180889 [ID:18 |Sending

183856 15 (1181030 |ID:1 |Sink got message from 19.0, segno 3
183853 15 (181038 |ID:17 [Sending

5-10 COOJA Tk H & L il H & w1
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5.4 KRE /N

AN O I S R G A E AR AT I RN AT S, BT
£ (STM32F103RBT6+CC2520) Fl#k f14-~F & (IAR+J-Link) . #3541 #T1 Contiki M
GCC MM %] IAR 401 . R GREAt F, W ofh R G0 E g FE HEAT ShAEMEIR .
s VIR A8 COOJA TE R FIR 15 jBas 0 26 Ik HH 1 B
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EAE B

IN=A

!

6.1 WX TIERL

BT UM ARG S EREFARETLLAL RS NS EENE, T HNEAERES
IECR, A0S RAFERER ARG GEKRFER, ZaMh, A8,
TAEREEIR:

(1)FI#r Contiki #:4F & %

LT Contiki RN BERIELD, FETFERF AT, R Contiki J5i% 7>
WA R G, RFARMN, XAETX S REME R ARG, NEst
WEFLAT N I3 sk B2kt
(2)Muik Coffee R4

Coffee Wit AL 5 R ERMAX ARG ZNELKR, RN H
FORAMTT, MAFLE BUG #HTIEE . Z5EHmMEHEIR, XUt RGHEAT ok

(3) ludt E G FEFEROAR
T ICEAL AR P 25 B AE R G IR ) AR SR SEBLT 20, AR A 1, )

Hr Contiki = 2 A2 S 7 2R kAT sk o
() SLIF AR HI

N TAET I, ASCK Contiki BN AN GCC iIEH] IAR, FK Contiki
BN AR SR 6, R I7 ARSI A Pt

6.2 FIELE KL RE

JUERTE TG T R, (BIEAAAE LA o AFAE ) R 3% T R AR N
L
(AR 7 A X

H IR FEBOARA A 2 K BN i Be v, AR SO 3 e+ EAT it
Contiki & FH PhisCH ) FE D RE SCELRIS 0 & 1, BOH & ARG 70 & il e 25
TAEA] PL22 iR AR P AL Contiki SEBL, &Pl ze 4, IR HAERE.
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FNE Mgk

yMAATE )

PRI S50 R B H 2D, ToVEAE SRR hotf H g AR AT Th REVE K. 721k BEM
W EWATE D TP TAE, ARt —DNA S i E PERE, fESLSEAt, B
AP SO 2R SR G R AT S0t
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B

I OCHEERE, AEARRSCTERZ bR, A 4 T RAMLMIEIIN, K&
BRI R

ST T 2 0 i 0 N SC IR AT HE N BT = (HE S, RAT-EFEEN), A
& 7B BRI A 2 S It . R LR RIS BUR IR A AT B C T Nk K
J&, JFmBAIR Bt B RBR ISR . B ERNAEAE . — LA I TARAE XA
A8 AT 5 (AR VS AR R R IR H s 1 3. iz, O IRATM 77 7T, 2
BN, MR RE, XIS i i B AT I 5T .

IR S 2T 5 B B =R B 018 T . RIS =N, B2
RALRH Y = RIMESD il M, WML 7 R EREBA T . &
WANFELZEMMAXR, BERED 7EMTWIEE, TH6 7 RIE .
ST ) R ER N LA, 88 SR BT BRI . I H b 31 2 SR AEE AN
WA, FFAEE ARG N, B IR RATRI AR

U BA R T AR TR 0 & AL B L7 A AR 45 F IR A Bl
T L UK 5 B N B Fe BB it e 3 T, IR B BhERIR B B QBRI 7T 5
) R F) o B & A LG E R DI B T SRS MIR, 1kIRAE T
REEi, R W RAERNEMRI TR 7 2= EEMEH .

U TR R 2R AL P R BRI e & 0, JCHR AT,
L RAE RO . B H AT R, JCH AR ORIEITAE . FsR. VF
Ao USRI A, JCHRRBRRE . REER. 27, IOV ERAT, 3K
127 3] AL SRS R o

SRR LEAE e RIS HH E SO e B B RN, U R 5K TE, AR
12 B ) 1 HE I — DIA 1 R SR ol B, #3583 A BB Bk

UV B AR SR, SN T BRI AR A SCRE I 783

e, BB IZEN, R ARAINIERE KRR — B4 T BB
FFATC AN 2R o
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